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Onpenesienus

B Hacrosiiem OKyMEHTE HCHOJB3YIOTCS CIEAYIOIIMEe TEPMHUHBI U UX OIpeiesie-
HUSL.

ABTOMATH3MPOBAHHASl CHCTEMAa — CHCTEMa, COCTOAIIAS U3 MEPCOHaNa M KOM-
TUIEKCAa CPEICTB aBTOMATH3AIMU €r0 JIEATENbHOCTH, pealn3yromias HHPOPMAIHOHHYIO
TEXHOJIOTUIO BBIMOJIHEHUS! YCTAHOBIEHHBIX (DYHKIIMM.

AyTeHTH(pUKaNUs OTIPABUTENS JAHHBIX — [TOATBEPKICHUE TOTO, YTO OTIIPABU-
T€JIb MOJYYEHHBIX JTAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

Be3onacHoCTh MEPCOHANBHBIX JAAHHBIX — COCTOSHUE 3alIMILEHHOCTH IepCo-
HAJIBHBIX JIAHHBIX, XapaKTEpU3yeMO€ CIIOCOOHOCTBIO MOJb30BaTENEH, TEXHUYECKUX
CpeACTB U MH(DPOPMALMOHHBIX TEXHOJOIMH 00ecreYuTh KOH(UIACHIIUAIbHOCTh, LIEIOCT-
HOCTB ¥ JIOCTYITHOCTh MEPCOHAIBHBIX JTaHHBIX MPHU UX 00paboTKe B MH(OPMAIIMOHHBIX CH-
CTeMaXx MMePCOHAIbHBIX JIAHHBIX.

Buomerpuyeckne nepcoHabHbIe JaHHbIE — CBEACHUS, KOTOPbIE XapaKTEPU3YIOT
bu3nonornyeckre 0COOEHHOCTH YEJIOBEKa U HA OCHOBE KOTOPBIX MOXHO YCTAHOBHUTH €O
JUYHOCTD, BKJOUasi Gororpaduu, OTImeUaTKH MaibIeB, 00pa3 ceTYaTKU ria3a, 0COOCH-
HOCTH CTPOCHHUS Teja U APYTYI0 M0A00HYI0 HHPOPMAITHUIO.

BiokupoBaHue nepcoHaNbHBIX JAHHBIX — BPEMEHHOE MPEKpalleHue coopa, cu-
CTeMaTu3alllK, HAaKOTUICHUSI, UCTIOIb30BaHUs, PACIPOCTPAHEHUS, IEPCOHATBHBIX JTAHHBIX,
B TOM YHCJIE UX MEPEAAYN.

Bupyc (KOMIbIOTEpPHBIH, MPOrPAMMHBIN) — UCHOJHIEMBIN IPOIPAMMHBIN KO
WIM UHTEPHPETUPYEMbIi HA0Op MHCTPYKLMHA, 00JIaIaloluidi CBOMCTBAMU HECAHKIIMOHU-
POBAHHOI'O PACIpOCTpaHEHUs] U caMoBocHpousBeneHus. Co3aaHHble TyOIUKaThl KOMITb-
IOTEPHOTO BHpYyca HE BCErJa COBIAJAIOT C OPUTHMHAIOM, HO COXPAHSIOT CIIOCOOHOCTH K
JAIbHEUIIEMY PAaCIIPOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenoHnocHasi mporpamMma — nporpaMma, npegHa3HauyeHHas JJsl OCYIEeCTBIICHUS
HECAaHKLIMOHUPOBAHHOTO JOCTYNa U (WMJM) BO3AEUCTBUS HA MEPCOHAIbHBIE JTAaHHBIE WU

pecypchbl HHPOPMAITMOHHON CUCTEMbI IEPCOHANBHBIX JIAHHBIX.



BenoMorare/ibHble TEXHHYECKHE CPEICTBA U CHCTeMbI — TEXHUYECKUE CPE/ICTBA
¥ CHCTEMBI, He TpeJHA3HAuYCHHBIE IS NIepeaadd, 0OpadOTKM M XpaHEHHS TIepCOHATBHBIX
JaHHBIX, YCTAaHABJIMBACMBIC COBMCCTHO C TCXHHUUYCCKHUMH CpPCACTBAMU MU CUCTCMAMH,
MpeIHa3HAYCHHBIMU 711 00paOOTKH MEePCOHATBHBIX JAHHBIX WM B IMOMEIICHUSX, B KO-
TOPBIX YCTAHOBJIEHbI MH(POPMALIMOHHBIE CUCTEMBI IIEPCOHATBHBIX JTAHHBIX.

JocTyn B onepanuoHHy0 cpexy KOMNbOTepa (MHPOPMALMOHHOM CHCTEMBI
IEPCOHAJILHBIX JAHHBIX) — IIOJYYCHHE BO3MOKHOCTH 3aITyCKa HA BBITOJIHEHUE 1ITAT-
HBIX KOMaH/, (QyHKIMA, TpOLEeIyp ONEPALMOHHON CUCTEMBbI (YHUYTOXKEHHS, KOIUPOBa-
HUSI, IEPEMELICHUS U T.I1.), UCHIOJIHAEMBIX (DAIJIOB MIPUKIIAIHBIX IPOIPAMM.

Joctyn k MHHpOpMaMM — BO3MOXKHOCTh MOJTyYeHUs] MHPOpMAIUY U €€ UCIIONb-
30BaHUS.

3akiIalouHOe YCTPOICTBO — 3JIEMEHT CPEACTBA CheMa MH(OpMAIMU, CKPBITHO
BHEJIPSIEMBIN (3aKJTaIbIBACMBII WJIM BHOCHUMBII) B MECTa BOBMOXKHOTO CheMa HH(pOopMa-
UM (B TOM YKCJIE B OIpaKA€HUE, KOHCTPYKIIMIO, 000pYAOBaHUE, PEIMETHI HHTEPhEPA,
TPaHCIIOPTHBIE CPENICTBA, a TAKXKE B TEXHUUYECKHUE CPEJICTBA U CUCTEMBI 00paOOTKH UH-
dbopmanun).

3amumaemass wHpopmamms — uHQOpMaLMs, SBISIOMIASACA TPEIMETOM COO-
CTBEHHOCTH M TOJIEKAILAS 3aLIUTE B COOTBETCTBUM C TPEOOBAHUSAMU IIPABOBBIX JOKY-
MEHTOB W TPEOOBAHUSIMHU, YCTAHABIMBAEMBIMU COOCTBEHHUKOM UH(OpMALIUH.

NnenTudukanus — npucBoeHrne cyObeKTaM M 0OBEKTaM JI0CTyIa MICHTU(HKa-
TOpa U (WIM) CpaBHEHUE MPEIBSIBISIEMOrO HICHTU(PUKATOPA € NIEPEUHEM PUCBOCHHBIX
UJEHTU(UKATOPOB.

HNudopMaTUBHBIN CUITHAJ — DJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKUE, DIIEKTPO-
MAarHUTHbIE U Jpyrue GU3MUECcKUe Mo, 10 MapamMeTpaM KOTOPbIX MOKET OBbITh PacKpbITa
KoH(puAeHIManbHas nHpopMalws (TepcoHANIBHBIE TaHHbIE) 00pabaThiBaeMasi B UHGOP-
MAaIMOHHOUW CHCTEME NEPCOHATBHBIX JTAHHBIX.

HNudopmanuonnas cucrema nepcoHaibubix AaHHbIX (MCIIIH) — uadopmaru-

OHHAasl CUCTeMa, TIPECTaBIIAIOIIas COO0N COBOKYITHOCTh MEPCOHANIBHBIX JAaHHBIX, COJEP-



Kaluxcsa B Oase JaHHBIX, a TaKXCE I/IHCI)OpMa]_II/IOHHI)IX TEXHOJIOTUH M TEXHHUYECKHUX
CpCACTB, ITIO3BOJIAIOIINX OCYIICCTBIIATDH 06pa60T1<y TaKUX IICPCOHAJIBHBIX HAHHBIX C HC-
IMMOJIb30BAHHUEM CPCJACTB aBTOMATHU3AlIUN U 0€3 UCI0JIL30BAaHUS TaKUX CpCacCTB.

HNudopmanmoHHble TEXHOJIOTHH — TIPOLIECCHI, METOIbI IOUCKA, cOOpa, XpaHEHMS,
00pabOTKH, MPEIOCTABICHUS, PACIPOCTPaHEHUSI HH(POPMAITUH M CIIOCOOBI OCYIIIECTBIIC-
HUS TAKUX MPOIIECCOB U METOJIOB.

Hcnonb30BaHue NMepCcOHATBLHBIX JAHHBIX — JCHCTBUS (OMepalyu) ¢ IepCOHab-
HBIMHU JaHHBIMH, COBCPIHIACMBIC OIICPATOPOM B LCIIAX ITPUHATHUA pGHICHI/Iﬁ HJIKM COBCpHIC-
HHA NHBIX HeﬁCTBHﬁ, MNOpOXKAArOIUX IOPUANICCKUC TTOCIICACTBUS B OTHOIICHUHN CY6T)€K—
Ta IICPCOHAJIBHBIX JaHHBIX WJIN APYTHUX JIUIT 1100 MHBIM 06pa30M 3aTparuBaromiux IipaBa
u CBO6OI[BI CY6’B€KTa NEPCOHANIBHBIX JAHHBIX WJIW APYTIUX JIUII.

Hcrounuk yrpo3sl 6e3omacHocTd MHGOpMAIMH — CyObEKT JOCTYIA, MaTepH-
aNbHBI OOBEKT WM (PU3MUYECKOE SIBJICHHE, SIBIISIONIMECS MPUYMHON BO3HUKHOBEHUS
yIpo3bl 0€30MaCHOCTH UH(POPMALIUH.

KoHTpoJupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHSL, 3IaHKE, YACTh 3/IaHUS, TIO-
MEIIEHKE), B KOTOPOM HCKITFOYEHO HEKOHTPOIMPYEMOe MPeObIBaHUE MOCTOPOHHKUX JIHUIL, a
TaK)Ke TPAHCTIOPTHBIX, TEXHUIECKUX U UHBIX MaTepUAIbHBIX CPEJICTB.

KonduieHuMaabHOCTh MePCOHAIBHBIX JAHHBIX — 00s13aTeNbHOE ISl COOITOe-
HHSL OTIEPATOPOM WJIM MHBIM TOJYYMBIIUM JOCTYI K MEPCOHATBHBIM JTAHHBIM JIIIOM
TpeOOBaHKUE HE JIOMYCKaTh MX paclpoCTpaHeHUs: 0e3 coracusi CyObheKTa MepCOHATbHBIX
JIAHHBIX WJIM HAJTMYXS MTHOTO 3aKOHHOTO OCHOBAHUSI.

MexceTeBoil 3KpaH — JOKAIbHOE (OHOKOMIIOHEHTHOE) WM (DYHKIMOHAILHO-
pacrpeiefieHHOEe TIPOrpaMMHoOe (IIPOrpaMMHO-AIIapaTHOE) CPEACTBO (KOMIUIEKC), pea-
JM3yIoIee KOHTPOJb 3a MHQopMalel, moctymnaromieii B MHOOPMAIIMOHHYIO CHCTEMY
MIEPCOHATBHBIX IAHHBIX U (WJTH) BBIXOSIIECH 13 MH(DOPMAITMOHHON CUCTEMBI.

Hapymmresib 6€30IacHOCTH MEPCOHAIBHBIX JAHHBIX — (PU3UYECKOE JIUIIO, CITY-
YaifHO WJIM TPEIHAMEPEHHO COBEPINAIOIIEE JCHCTBUS, CIICICTBHEM KOTOPBIX SIBIISICTCS
HapyIleHre 0e30MacHOCTH TEPCOHATBHBIX JIAHHBIX TPH MX OOpabOTKE TEXHUYECKUMHU

cpcacrBamMu B I/IH(l)OpMaHI/IOHHI)IX CUCTCMax IICPCOHAJIBHBIX JAHHBIX.
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HeaBToMaTu3upoBaHHasi 00pa6oTKa NepCcOHAJbHBIX JaHHBIX — 00paboTKa
HIEPCOHAITBHBIX JAHHBIX, COJICPXKAIIMXCS B WH(POPMAIIMOHHOW CHUCTEME IMEPCOHAIBHBIX
JAHHBIX JINOO W3BIICYCHHBIX M3 TAKOW CHCTEMBI, CUUTACTCS OCYIIECTBICHHOW 0e3 wmc-
IMOJIb30BaHHA CPCACTB aBTOMATU3alINH (HeaBTOMaTI/ISI/IpOBaHHOI\/'I), €CJIN TaKue I[Gf/iCTBI/ISI C
IIEPCOHAJIBHBIMU JTaHHBIMHM, KaK HCIOJIB30BaHHE, YTOYHEHHE, PACIPOCTPAHEHUE, YHU-
YTO)KCHUE MEPCOHATBHBIX JAHHBIX B OTHOIICHUU KAXIOTO M3 CyOBEKTOB MEPCOHAIBHBIX
JaHHBIX, OCYIICCTBIIAIOTCA ITPH HCIIOCPCACTBCHHOM Y44CTHH YCIIOBCKA.

HenexknapupoBanHble BO3MOKHOCTH — (YHKIIMOHAIBHBIE  BO3MOXHOCTU
CPEJICTB BBIYMCIIMTENBHON TEXHUKH, HE OMHMCAHHBIE WM HE COOTBETCTBYIOIIUE OMHMCAH-
HbIM B JIOKyMEHTAIIMH, TIPU UCIIOJIb30BAaHUK KOTOPHIX BO3MOXKHO HapylIeHHUE KOH(pU-
JCHIIMATLHOCTH, JOCTYITHOCTH WJIH IIEJIOCTHOCTH 00padaThiBaeMoi nH(OpMAaIuy.

HecaHKIIMOHMPOBAHHBIM J0CTYIl (HECAHKUMOHUPOBAHHBIC ICHCTBUA)— JI0-
cTyn K uH(popMaIiy WK ASUCTBUS ¢ MH(OpMaIel, HapyIIarolyre MpaBuiia pa3rpaHu-
YEHUs JOCTYIA C UCTIOIb30BAHMEM IITATHBIX CPENICTB, MPEIOCTABIISIEMBIX HH(OpMAIT-
OHHBIMU CUCTEMaMU MEePCOHATBHBIX JaHHBIX.

Hocurenbs nndopmanuu — Gpuzndeckoe JInIo Wik MaTepHaIbHbIA 00BEKT, B TOM
yrcie GU3NIecKoe mosie, B KOTOpoM UH(OpMaIis HAXOUT CBOE OTPAKEHUE B BUIIE CHUM-
BOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUI U MPOIECCOB, KOJTMUECTBEHHBIX Xa-
PaKTEPUCTUK (HU3NYECKUX BEITUUUH.

Ofe3MnunBaHNe MEPCOHAIBHBIX AAHHBIX — JICHCTBUS, B PE3yJIbTaTe KOTOPBIX
HEBO3MOIKHO OIPEICITUTh MPHHAIICKHOCTD MIEPCOHATIBHBIX JaHHBIX KOHKPETHOMY CYOb-
CKTY IICPCOHAJIBHBIX JTAHHBIX.

O0padoTKa NMEepCOHANBHBIX JAHHBIX — JICHCTBHS (OMEpalin) ¢ MEPCOHATTbHBI-
MU JaHHBIMH, BKJIIOYas cOOp, CHCTEMaTH3alliio, HAKOIUIEHHE, XpaHEHHE, YTOYHEHUE
(0OHOBJIEHUE, U3MEHEHHE), UCTIOIB30BAHKE, PACTIPOCTPAaHEHHE (B TOM YHUCIIE Mepeiayqy),
00€e371MYMBaHNE, OJIOKUPOBAHNUE, YHUUTOKEHUE IEPCOHAITBHBIX TAHHBIX.

OO01en0cTYyIHBIEC TEPCOHAJIBHBIC JaHHbIC — [IEPCOHANIBHBIE JAaHHBIE, TOCTYI He-

OIpaHUYCHHOI'0 Kpyra Jul K KOTOPBIM IIPCAOCTABJICH C COrJiaCus CY6’I)€KT8. INEpCOHAb-



HBIX JAHHBIX WJIN Ha KOTOPBIC B COOTBCTCTBHHU C (beﬂepaﬂbHLIMI/I 3dKOHaMM1 HC pacCIIpo-
cTpaHsieTcsi TpeboBaHKe COOMI0IEHUS KOH(DUACHINAIBHOCTH.

OmneparTop (mepcoHaNbHBIX JaAHHBIX) — TOCYJAPCTBEHHBIN OpPraH, MyHULIMIIAb-
HBI OpraH, IOPUINMYECKOe WM (PU3MUECKOE JIUIIO, OPTaHU3YIoIIee U (MIH) OCYIIECTB-
JIstroree 00padoTKy MEePCOHATBHBIX TaHHBIX, a TAKKE OMPEISISIONIHE TSN U COJIepKa-
HHUE 00pa0OTKH MIEPCOHAIBHBIX JTAHHBIX.

Texnuyeckue cpeacrsa MHPOPMAUMOHHOM CHCTEMbI MEPCOHAJIBLHBIX JIAaH-
HBIX — CPEJICTBA BBIYMCIUTEIHHON TEXHHUKH, MH()OPMAIMOHHO-BBIYMCIUTEIBHBIE KOM-
IUIEKCHI U CETH, CPECTBA M CUCTEMBI Iiepeauu, nprueMa u oopadotku [1/1H (cpencrsa u
CUCTEMBI 3BYKO3AIHCH, 3BYKOYCUJICHUS], 3BYKOBOCIIPOU3BEICHUS, IEPETOBOPHBIC U TEJIC-
BU3HOHHBIC YCTPOMCTBA, CPENICTBA U3TOTOBJICHNUS, TUPAKUPOBAHUS TOKYMEHTOB U JPYTUE
TEXHUYECKHE CpEICTBA OOpa0OTKM peueBOM, rpauueckol, BUACO- U OYKBEHHO-
rdpoBoii nH(GOpMAIKK), IPOTPAMMHBIC CPENICTBA (OTMEPAIIOHHBIE CUCTEMBI, CHCTEMBI
yIpapJieHus: 0a3zamMy JaHHBIX U T.I1.), CPEACTBA 3alUThl UH(POpMAIIMK, IPUMEHSIEMBIC B
UH(POPMAITMOHHBIX CUCTEMAX.

IlepexBat (MHpoOpManMK) — HEIPABOMEPHOE MOIyYeHUE UH(DOPMALIUU C UCTIOJIb-
30BaHMEM TEXHUYECKOTO CpPEACTBA, OCYILECTBIIONIETO OOHApYXKEeHHE, TpueM u oOpa-
00TKYy MH(QOPMATUBHBIX CUTHAJIOB.

IlepconajibHbIe JaHHBIE — JTI00ast MHPOPMAIHS, OTHOCAIIASICS K ONPEICICHHOMY
WIH OINpEAeNieMOMY Ha OCHOBAaHMHM TaKoM MH(OpMaIUK (PU3HYECKOMY JIULY (CYOBEKTY
NepCOHABHBIX TaHHBIX), B TOM YHCIIE ero (paMuins, uMs, OTYECTBO, I'OJ], MECHII, faTa u
MECTO POKACHUS, aJipec, CeMEHHOe, COIMaIbHOE, UMYIIIECTBEHHOE MOJIOKEHHE, 00pa3o-
BaHue, npodeccusi, J0XOAbl, Apyras nHGOpMaIs.

IMo6ouHbIe IIeKTPOMATHHUTHBIE M3JIy4YeHUS M HABOJIKH — 3JICKTPOMAarHUTHBIC
U3JTy4EHUs] TEXHUUECKUX CPEJICTB 00padOTKHU 3aluiiaeMoil HHPOpMaIuK, BOSHUKAIOIINE
KaK M000YHOE SIBJICHUE U BHI3BAHHLIC QICKTPUICCKUMHU CUT'HAJIAMH, ﬂeﬁCTBYIOHIHMH B UX
QJICKTPUICCKUX U MAIrHUTHBIX HCIIAX, 4 TAKKC 3JICKTPOMAIrHUTHBIC HABOAKH 3THX CHUI'HA-

JIOB Ha TOKOIIPOBOAAIIHNEC JIMHUH, KOHCTPYKIIHNU U LCTIN ITUTAHHWA.



IMouTHKA «YUCTOr0 CTOJIA» — KOMIUIEKC OPTraHU3aIMOHHBIX MEPOIIPUSATUH, KOH-
TPOJUPYIOIIUX OTCYTCTBUE 3aNUChIBAaHUSI HA OYMa)KHbIE HOCUTENH KIIIOUel U aTpulyToB
noctyna (Tmaposei) u XpaHeHus uX BOJIM3U 00bEKTOB JIOCTYTIA.

IHonb30BaTe/ib UHPOPMAIMOHHON CHCTEMBbI MEPCOHATBHBIX JTAHHBIX — JIMIO,
ydacTBytoiiee B (yHKIIMOHHUPOBAHUU WH(OPMAIIMOHHON CHUCTEMBI MEPCOHAIBHBIX JaH-
HBIX WJIM MCTOJB3YIOIIEe Pe3yJIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBwia pa3rpaHuyeHusi J0CTYNAa — COBOKYIMHOCTh MPaBWI, PETIaMEHTHPYIO-
HIUX [IpaBa J0CTyNa CyObEKTOB AOCTyNa K 00bEKTaM JI0CTyMa.

IIporpamMmmHuas 3aKjajaKa — Koj IpOrpaMMbl, PEeAHAMEPEHHO BHECEHHBIN B MPO-
rpaMMy C IIEJIbIO OCYIIECTBUTh YTEUKY, U3MEHUTh, OJIOKUPOBATh, YHUUTOKUTh UH(POpMa-
U0 WJIM YHUYTOXKUTh U MOAUGPUIIMPOBATH POrpaMMHOE oOecrieueHre MHGOpMaIMoH-
HOM CHUCTEMBbI MEPCOHAIBHBIX JIAaHHBIX U (WJIM) OJIOKUPOBATH annapaTHbIE CPEJICTBRA.

IIporpaMmmHoe (IpOorpaMMHO-MaTeMaTH4YecKOe) BO3/eiicTBHEe — HECAHKI[MOHHU-
POBaHHOE BO3/IEHCTBUE HA PECYPChl aBTOMATHU3UPOBAHHON MH(POPMAITMOHHON CHUCTEMBI,
OCYIIECTBIIIEMOE C HCIOJIb30BaHNEM BPEIOHOCHBIX MPOTPaMM.

PackpbiTHe NePCOHATBHBIX JAHHBIX — YMBIITUICHHOE WJIH CIIy9aifHOE HapYIIEHNE
KOH(PUIEHIIUATIBHOCTH MEPCOHANIbHBIX JTAHHBIX.

PacnpocTpanenne nepcoHAJbLHBIX JAHHBIX — JCHCTBUS, HANpaBJICHHbIE HA Tie-
penady NepCOHANbHBIX JAHHBIX OMpENeNIEHHOMY Kpyry Jull (Teperaya NepcOHaIbHbBIX
JTAHHBIX) WM HAa O3HAKOMJICHHE C TIEPCOHAIBLHBIMHU JTaHHBIMHU HEOTPAHUYCHHOTO KpyTa
JUI, B TOM 4uclie OOHApOJOBaHWE NMEPCOHAIBHBIX JAHHBIX B CPEACTBAX MAcCOBOM HH-
dbopmanuu, pasMenieHue B UHGOPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CETSAX WIU
MpeAoCTaBICHUE JOCTYIA K IEPCOHATBHBIM JaHHBIM KaKUM-JINOO MHBIM CIIOCOOOM.

Pecypc uHpopManMOHHON CHUCTEMbI — UIMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO, MPH-
KJIQJIHOTO WJIM alapaTHOTo obecriedeHus (HYHKIIMOHUPOBAHHUS WHGOPMAIMOHHOW CH-
CTEMBI.

CneumnajibHble KATErOpPUM NMEPCOHAIBbHBIX JAHHBIX — MEPCOHAJBHBIE JTAHHBIC,
KaCaroIuecs: pacoBOM, HAIMOHAJIBHOW MPUHAJIEKHOCTH, MOJUTUYECKUX B3TIISIIOB, pe-
JUTUO3HBIX WM (PUIOCOPCKUX YOSKICHUU, COCTOSIHUS 3I0POBbSI U MHTUMHOM KU3HU

CY6’BCKTa IICPCOHAJIbHBIX TAHHBIX.



CpencrBa BLIMMCIMTETbHON TEXHUKH — COBOKYITHOCTh MPOrPaMMHBIX M TEXHU-
YECKUX AJIEMEHTOB CHUCTEM OOpAa0OTKHM JAaHHBIX, CLIOCOOHBIX (DYHKIIMOHUPOBATH CaMO-
CTOSITEJILHO WJIM B COCTaBE JIPYTMX CUCTEM.

CyobekT pocryna (Cy0beKT)— JIMIO WIM MPOLECC, JESHCTBHSI KOTOPOrO periia-
MEHTHUPYIOTCS TPABUJIAMU pa3rpaHUyEHUsI T0CTYIIA.

Texnu4yeckmii KaHAT yTe4YKH MH(POPMALIMU — COBOKYITHOCTh HOCUTENSI UHPOP-
Marmu (CpeacTBa o0paboTKH), (PU3NIECKOl cpelbl paclpoCTpaHeHUsT UHPOPMATUBHOTO
CUTHAJIa ¥ CPEJICTB, KOTOPHIMU JIOOBIBACTCS 3aluiaeMas nHhopMariusi.

TpancrpannyHasi mepenada NepPCOHAJIbHBIX JAHHBIX — Tepeada MepCOHANb-
HBIX JAHHBIX oreparopoM uepe3 ['ocyaapcTtBeHHyro rpanuny Poccuiickon denepannun
OpraHy BJaCTH WHOCTPAHHOTO TOCYIapCTBa, (PU3MYECKOMY WM FOPHUIUYCCKOMY JIHILY
WHOCTPAHHOTO TOCY/IapCTBA.

Yrpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUH U
(haKTOpOB, CO3AIOIIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIIE CIIy4aiHOrO,
JOCTyNa K EPCOHAIbHBIM JAHHBIM, PE3YJIBTaTOM KOTOPOTO MOXKET CTaTh YHUYTOKEHHE,
W3MEHEHHe, OJIOKUPOBaHKUE, KOITMPOBAHKE, PACIPOCTPAHEHHE TIEPCOHANILHBIX JAHHBIX, a
TaK)K€ MHBIX HECAHKIIMOHUPOBAHHBIX JACUCTBUIA MPHU UX 00pabOTKe B MH(DOPMAIIMOHHOMN
CHCTEME MIEPCOHATBHBIX JAHHBIX.

YHUUTOXKEeHHE MEPCOHATIBHBIX JAHHBIX — JICHCTBUSA, B PE3YyJIbTaTe KOTOPHIX He-
BO3MOKHO BOCCTAHOBUTH COJIEPKAHUE MEPCOHATBHBIX JIAHHBIX B MH(POPMAIMOHHOMN CHU-
CTEME MEPCOHAIBHBIX JIAHHBIX WM B PE3YJIbTATE KOTOPBIX YHUUTOXKAKOTCS MaTepHAIIb-
HbIE HOCUTEJIU NIEPCOHATBHBIX JTaHHBIX.

Yreuka (3amumaemMoi) HH(pOPMALHMH 10 TEXHUYECKUM KAHAJIAM — HEKOHTPO-
JMPYyEMOE pacrpocTpaHeHre MH(OPMAIIMKM OT HOCHUTEIIS 3alUIaeMoil HHpOpMAaIUK Ye-
pe3 (puznyecKyro cpemy 10 TEXHUYECKOTO CPEeICTBA, OCYIIECTBIISIONIETO MepexBaT H-
dbopmaruu.

Y3BUMOCTb — CIIa00OCTh B CPEACTBAX 3AIIUTHI, KOTOPYIO MOXKHO HCIIOJIB30BaTh

JUTSl HAPYIISHUS] CUCTEMBI WM COZIEP KAIIICHCS B HeW MH(POPMAITHH.



esocTHOCTH, MH(POPMALMH — CIIOCOOHOCTb CPEICTBA BHIYUCIUTEIIBHOM TEXHUKU
WIM aBTOMaTU3UPOBAHHON CUCTEMbI 00ECTIEUMBATH HEM3MEHHOCTh HH(POPMAIIUH B YCIIO-

BUSIX CITy4aitHOTO W/WJTU MIPETHAMEPEHHOTO UCKAYKEHHUS (pa3pyIleHus).

10



0O003Ha4YeHUA U COKPALLICHUSA

ABC — aHTUBUPYCHBIE CPEICTBA

APM — aBTOMaTU3UPOBAHHOE pabouee MECTO

BTCC — BcriomorarenbHble TEXHUYECKUE CPENICTBA U CUCTEMBI
NCI1I1 — nadopmariioHHasi cucreMa nepcoHaIbHBIX JaHHBIX
K3 — koHTpompyemas 30Ha

JIBC — nokasnbHasi BBIYUCIUTEIbHAS CETh

MDD — MexceTeBol 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBIHN JTIOCTYTI

OC — onepanioHHas cucTeMa

[1/TH — nepcoOHAJIbHBIE TaHHBIE

[IMB — niporpaMMHO-MaTeMAaTHYECKOE BO3ACUCTBUE

I1O — nporpamMmmMHOe oOecrieueHue

[TOMHMH — noOoYHbIE 31E€KTPOMAarHUTHBIE U3ITyYEHHUS U HABOJKU
CA3 — cucremMa aHann3a 3alUIICHHOCTH

C3U — cpeacTra 3aumuThl HHGOpMAITUU

C3II1dH — cucreMa (mojicucTeMa) 3alUuThl IEPCOHAIBHBIX TAHHBIX
COB — cucrema oOHapyKeHHs BTOP>KEHUH

TKY U — Texandeckne KaHalbl yTeUKd HHOPMAIIN

VYBI1/IH — yrpo3bl 0€30MacHOCTH MEPCOHATTBHBIX JAHHBIX
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BBenenue

Hacrosimmast Tlonmutuka mHopmanmonHon Oe3zomacHoctn  (manee — Ilonmurtuhka),
paspaborana OO0 «Mubopm3zamuTay u SBIIeTCs OPUIHATBHBIM JOKYMEHTOM.
[Tonutuka pazpaboTaHa B cOOTBETCTBUU C TpeOoBaHusMu denepanbHOro 3aKoHa
ot 27 urons 2006 r. Ne 152-03 «O nepcoHanbHbIX JaHHBIX» U [locranoBnenus [IpaBu-
tenbcTBa PO ot 01.11.2012 Nel119 «O6 yTBepkeHuH TpeOOBaHMM K 3alllUTE IMEPCOo-
HAJIBHBIX JAHHBIX TPH HX 00paboTke B MH(OPMAIMOHHBIX CHUCTEMAX MEPCOHATBHBIX
JTAHHBIX», HA OCHOBAHUMU:
—  Ilpukaza ®CTIK Poccuu No 17 ot 11 depans 2013 roga «O06 yTBepKJAeHUU Tpe-
O0oBaHMil 0 3amuTe MHGOPMALIMK, HE COCTABIISIIONIEH rOCYIapCTBEHHYIO TallHy, COAep-
KaIllecss B ToCcyJapCTBEHHBIX WHMOPMAIIMOHHBIX CHCTeMax» (3aperucTpupOBaHHBIN

Munroct Poccun, per. Ne 28608 ot 31 mas 2013 rona);

«TumoBbx TpeOOBaHMII TO OpraHU3alUU M O0ECTICUeHUIO (PYHKIIMOHMPOBAHUS
UG POBAIBHBIX (KpUNTOrpaUUECKUX) CPEACTB, NMPEJHA3ZHAYEHHBIX ISl 3alUThl WH-
dopmarumn, HEe coaepxkalleld CBEICHHM, COCTABISIONIMX TOCYJAapCTBEHHYIO TalWHY B
cllydae M3 MCIOJb30BaHUs 1Jisi oOecrieyeHus: 0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX
npu ux 00paboTke B MH(MOPMAIIMOHHBIX CHUCTEMAaxX IMEPCOHAIBHBIX JAHHBIX», YTBEP-
xaeHHbIX pykoBoAcTBOM 8 LlenTpa ®Cb Poccun 21.02.2008 r. Ne 149/6/6-662.

B IMonutuke onpenenensl TpeboBanus k nepcorary MC, creneHh OTBETCTBEHHO-

CTH IEpCOHAJIa, CTPYKTypa U HEOOXOAUMBIA YpOBEHb 3aIUIIEHHOCTH, CTaTyC M JOJIK-

HOCTHBIE OO0S3aHHOCTH COTPYAHHUKOB, OTBETCTBEHHBIX 3a oOecredyeHue Oe30MacHOCTH

nepcoHabHbIX AaHHbIX B IC rocynapcTBeHHOro 010)KETHOTO 00pa30BaTEIbHOTO YUpe-

XKIEHUS BbICIIEro npodeccuoHaabHOro 00pas3oBaHus «lIBaHOBCKash rocyaapcTBEHHAas

MEIMIMHCKAs akajgeMus» MuHucTepcTBa 3apaBooxpaHenus Poccuiickon denepanuun

(manee — I'bOY BIIO UBI'MA Mun3apasa Poccun).
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Oo01ue moJIo:KeHus

Henwsto nHacrosmedt [lonmutuku siBnsiercs obecrieueHne O0€30MaCHOCTH OOBEKTOB
3amutel ['BOY BIIO UBI'MA Mun3npaBa Poccun 0T BceX BHIOB YIpO3, BHEIIHUX U
BHYTPEHHHX, YMBIILJIEHHbIX W HEMPEIHAMEPEHHbIX, MUHUMU3ALMS yiIepOa OT BO3MOXK-
HOU peanuzauuu yrpo3 6ezonacHoctu [1J1n (YBITLIH).

[Ton uadopmarnmonHoi 6e3onacHocThio I1/[H moHMMAaeTCs 3alUIIIEHHOCTh MIePCo-
HAJIBHBIX JIAHHBIX U 00pabaThiBatoiell X UHPPACTPYKTYPHI OT JIHOOBIX CIYYAHBIX WU
3JIOHAMEPEHHBIX BO3JIEUCTBUI, PE3YJIHTATOM KOTOPBIX MOKET SIBUTHCS HAHECEHUE yUIEp-
0a camoit nndopmarmu, ee BiaaeabiaM (cyorekram [1/1H) nunu nuadpactpykrype. 3agauu
HH(pOpPMAITMOHHOM 6€30MTaCHOCTH CBOJISITCS K MUHUMU3AIUHU yiiepOa 0T BO3MOXKHOM pea-
au3anuu yrpo3 OezonacHoctu [1/1H, a Takke K MPOrHO3UPOBAHUIO U MPEIOTBPALLEHUIO
TAKHUX BO3JCHUCTBHU.

[Tonutuka CIyUT OCHOBOM JIJIsl pa3pabOTKH KOMIUIEKCA OpPTraHU3allMOHHBIX U TeX-
HUYECKUX Mep No obecneueHuto nHpopmamonnon 6eszonacioctu ['6OY BIIO UBI'MA
MunsznpaBa Poccun, a Tak:ke HOPMAaTUBHBIX U METOJMYECKUX JJOKYMEHTOB, oOecreunBa-
IOLIUX €€ pealn3aluio, U He MperoaraeT NoAMeHbl (yHKIUI rocyAapCTBEHHBIX Opra-
HOB Bjactu Poccuiickoii denepaiuu, oTBEUaONUX 3a obecriedeHne 0€30MacHOCTH HH-
(OpMALIMOHHBIX TEXHOJOTUN U 3aIUTY HHPOPMALIMH.

[TonuTuka sIBIsSETCS METOIOJIOTMYECKON OCHOBOM JUJIS:

NPUHATHS YIPABJICHYECKUX DPELIEHUN U pa3paOOTKU MPaKkTUYECKHX Mep IO BO-
IUIOLIEHUIO MOTUTUKU Oe3omacHocTH [1/IH 1 BEIpaOOTKH KOMIUIEKCA COTJIACOBAaHHBIX MEp
HOPMAaTUBHO-IIPABOBOr'0, TEXHOJIOTHUYECKOTO U OPraHU3ALMOHHO-TEXHUYECKOTO XapaKTe-
pa, HaIpaBJIEHHBIX HA BBISBICHUE, OTPAXKEHUE U JIMKBUIAUIO MOCIEACTBUN peann3aluu
pa3nmuuHbIX BUAOB yrpo3 [1/1H;

KOOpPJIMHALUU JIEATEIbHOCTH CTPYKTYpHbIX noapasnenenuii ['bOY BIIO MB['MA
Mumnsnpasa Poccun npu npoeneHun padoT mo pa3Butuio U skcruryarauun MCIIH ¢

cobioieHueM TpeboBaHuii ooecnieuenus 6e3omnacHocTH 11/1H;
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pa3pabOTKH TMPEIIOKEHUN MO COBEPIISHCTBOBAHUIO MPABOBOTO, HOPMATHUBHOTO,
METOIMYECKOr0, TEXHUYECKOTO U OpraHU3alMOHHOTO obecnieuenus Oe3onacHoctu [1/1H B
NCIIIua I'bOY BITIO MB['MA Munsapasa Poccun.

O6nacte npumenenus [lomutuku pacnpocrpanseTcs Ha Bee noapasaenenus [ bOY
BIIO UBI'MA Mun3apaBa Poccun, skCIulyaTUpyHOLIIME TEXHUYECKUE U MPOrPAMMHBIE
cpeactBa MCIIJIH, B KOTOPBIX OCYIIECTBIISICTCS aBTOMaTU3UpoBaHHast oopabortka [1/[H, a
Tak)Ke Ha MOJpa3/eJeHMs], OCYILECTBISIONINE CONPOBOXKACHUE, 00CITyKUBaHUE U 00ec-
neyeHue HopmaiabHoro pynkumonuposanus MCII/IH.

[IpaBoBoii 6a30i 115 pa3paboTku HacTosiel [lomuTuku ciyxat TpeboBaHuUs JIei-
CTBYIOIIMX B Poccuy 3aKOHOAATENbHBIX U HOPMATUBHBIX TOKYMEHTOB MO OOECTIEUEHUIO
6e3omacHoCTU TTepcoHaNbHbIX AJaHHBIX ([1/[H).

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUIAETCS IyTEM HCKJIIOYEHUS HECaHK-
LMOHUPOBAHHOI0, B TOM YHUCJIE CIYy4YalHOTO0, JOCTYIA K IEPCOHAIBHBIM JaHHBIM, PE3YJb-
TaTOM KOTOPOTO MOXKET CTaTh YHUUYTOXXKEHHE, U3BMEHEHHE, OJIOKUPOBaHUE, KOITMPOBAHUE,
pacrnpocTpaHEHUE MEPCOHANIBHBIX JAHHBIX, @ TAK)KE MHBIX HECAHKIIMOHWPOBAHHBIX IEM-
CTBUH.

CrtpykTtypa, coctaB U ocHOBHbIE (pyHKIMK C3I1/IH onpenenstorcs ucxoast U3 Kiac-
ca UCITJu. C3I1/JH BKJIFOYaeT OPraHU3alMOHHbIE MEPBI U TEXHUYECKUE CPEJICTBA 3alllU-
Thl UH(pOpMaIU (B TOM 4ucie mudpoBaibHbIC (KpUNITOTpapUIECKUE) CPEACTBA, CPE/i-
CTBa MPEAOTBpAIICHUS] HECAHKITMOHUPOBAHHOTO JOCTYIA, YyTeUKH MHGOPMAINH TI0 TE€X-
HUYECKUM KaHajaM, IPOrpaMMHO-TEXHUYECKUX BO3JEHCTBUI HA TEXHUYECKUE CPEJICTBA
obpabotku I1/IH), a Takke HCToJIb3yeMble B HH()OPMAIIMOHHON cucTeMe MH(pOpMaIMoH-
HbIE TEXHOJIOTHH.

DTU MephI MPU3BaHbI 00ECTICUUTD:

KOH(UAeHINAIBbHOCTh MH(OpMaLUK (3alUTa OT HECAHKIIMOHUPOBAHHOTO O3HAa-
KOMJICHHS);

LHEeJIOCTHOCTh MH(OpMaALUKU (aKTyaJIbHOCTh U HEMPOTUBOPEYUBOCTH UH(POPMAIIUH,
€€ 3aIUIIECHHOCTh OT Pa3pylICHUsI U HECAHKIIHOHUPOBAHHOTO U3MEHEHUA);

JAOCTYIHOCTb MH(pOpMAIH (BO3MOXHOCTh 32 IPUEMIIEMOE BPEMS MOJIYYUTh Tpe-

OyeMyro HH()OPMAIIMOHHYIO YCIIYTY).
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Cragum cozganus C3I1/IH BKIIOYAOT:

MpEeANpPOEKTHAs CTaJus, BKJIOYaromas npeamnpoekrnoe obcnenoBanue WCIIH,
pa3pabOTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOI0) 33/IaHUs Ha €€ CO3JaHuE;

cTaausi MpoeKkTUupoBaHus (pa3paboTku mpoekToB) u peanuzauuu WCIIJIH, BKIIO-
yaromiasi pazpadotky C3I11n B cocraBe UCIIH;

cragus BBoja B ferictue C3I1/IH, BKIroUaromas ONbITHYIO SKCILTyaTalyio U Ipu-
€MO-CJIaTOYHbIE MCTBITAHUS CPEJACTB 3alIUTHl MH(GOPMAIINK, & TaKXKe OIEHKY COOTBET-
ctBust UCITJIH TpeGoBanusiM 6e30macHOCTH HH(OPMAIIUH.

Nudopmanus u cBsi3aHHbIE C HEW PECYPChl TOJKHBI OBITH TOCTYIHBI JJII aBTOPH-
30BaHHBIX MOJIb30BaTeNel. J[OMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApY)KEHUE U
pearupoBanue Ha Y BITJIH.

JIOJKHO OCYILECTBIIATHCS MPEAOTBPALIEHUE MPEIHAMEPEHHBIX WM CIy4YalHBIX,
YACTUYHBIX WJIH MOJHBIX HECAHKIIMOHUPOBAHHBIX MOJM(DUKAIIUN UM YHUUTOXKEHUS JaH-

HBIX.
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OobJ1acTL aelicTBUSA

TpeboBanust HactosAmeil [lonuTuku pacmpocTpaHsSIOTCS Ha BCEX COTPYIHHUKOB
I'BOY BIIO UBI'MA MunszapaBa Poccun (IITaTHBIX, BPEMEHHBIX, PaOOTAIOMIUX IO

KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOUYUX JIUII (MOAPSIAYUKHI, ayAUTOPHI U T.I1.).
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O0BeKTbI 3aIUTHI
IlepeyeHb HHPOPMALMOHHBIX CHCTEM

B I'bOY BIIO UBI'MA Munsapasa Poccuu npousBoauTcs 00padboTka nepcoHaib-
HBIX JAHHBIX B CIEAYIOMIMX HH(POPMAIMOHHBIX CHUCTEMax OOpabOTKH MEepCOHATBHBIX
nanubix (UCIIIH):

UCTIn «/lexanat neguaTpuyeckoro (GpaxkyabTeTay;

NCIIn «/lekanar ¢akynbrera MEHEI)KMEHTA U BBICIIETO CECTPUHCKOTO 00pa3o-
Banust (MBCO)»;

UCTIIr «/lexanat dhakynpTeTa TOMOIHUTEIHHOTO MPOPECCHOHATLHOTO 00pa3oBa-
Hus (OAI10) UTTOx»;

NCIIOn «/lexkanat ¢daxkynbpreTa MOATOTOBKM MEIUIMHCKUX KaJpOB BBICIICH KBa-
mudukanuu UI1O0»;

NCTIIn «/lexanat o padote ¢ nHOCTpaHHbIMU yuanumucs (PUY)»;

NCTIIn «/lexaHaT cTOMATOIOTUYECKOTO (haKyIbTETaY;

NCITIn «/lexaHat (akyapTeTa JOBY30BCKOTO 00pa30BaHUDY;

NCIIOn «/lexanat seueOHOro (aKyIbTeTay;

NCIIOH «Otnen opraHu3aldi HAayYHBIX WCCIECIOBAHUI M MHHOBAIMOHHOWN Aes-
TEIIbHOCTHY;

NCIIu «Penaknumonno-uznarensckuit otaen (P1O)y;

NCITIn «Penakuus razersl «MenBy30Be»;

NCIIOa «YdebHo-MeToauueckoe ympasiaeHue. OTaen MpakTUYECKOW IMOATOTOB-
KW,

NCTIIa «llenTp AOBY30BCKO# MpOd. OpUEHTAINH, TTOJTOTOBKH a0UTYpUEHTOB U
COAECUCTBUA TPYAOYCTPOMCTBY CTYJICHTOB U BBIITYCKHUKOBY;

NCITIH «/lyXOBHO-KYJIbTYPHO-CIIOPTUBHBIN LIEHTPY;

NCII I «CrnemuacTtby;

NCII/Ia «bubmmorekay;

NCIIOn «/luccepTalluOHHBIN COBETY;

NCIIIH «YnpaBiieHue KagpoBy;

NCIIH «YnpaBieHue 1eaaMm»;
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UCTI[In «ITnanoBo-(uHaHCOBOE yIpaBICHUEY;

UCIIu «byxranrepus»;

UCITn «IIpuemHas koMuccus»;

NCITn «Knuauka 'BOY BIIO UBI'MA Munsapasa Poccuny;

UCIIa «II9BM otaenenus myudeBoil auarHoctuku Knunuku '6OY BIIO UBI-

MA Munzapasa Poccuny.

Ilepeyenb 00bEKTOB 3aALIUTHI

OObekTaMu 3aluThl SBISIOTCS — WHGopManus, oOpabatsiBaemas B UCII[H, u
TEXHUYECKUE CpPElCcTBa ee¢ 00paboTku W 3amuThl. [lepedyeHp mepcoOHANBHBIX JTAHHBIX,
MOJIJICXKAIINX 3aIUTe, onpesencH B [lepeune mepcoHANbHBIX JaHHBIX, MOMJICKAIINX 3a-
mute B UCIT/IH.

OOBEKTHI 3aIUTHI BKIIFOYAIOT:

- oOpabatwsiBaecMmast nHGOpMAITHS;

- TEeXHOJIOTHYeCKast HHPOpPMAIIHS;

- OpOrpaMMHO-TEXHUYECKHE CpeIcTBA 00pabOTKH;

- cpencta 3amuThl [1/1H;

- KaHayibl ”HHOPMAIIMOHHOTO OOMEHA U TEeJICKOMMYHHUKAIIWU;

- OOBEKTHI U MOMEUIEHUS], B KOTOPBIX pazMenieHbl komnoHeHTsl UCII/IH.

18



3apaun C3I1/1n

Ocnonoit nenpto C3I1IH aBnsercss MUHUMH3AIUS yiuiepOa OT BO3MOXKHOM pean-
3anuu yrpo3 6ezonacuoctu [1/1H.

Jns moctmxkeHus ocHOBHOU 1enu cuctema Oe3omacHoctr [1Ja MCII[dr momxkHa
obecrieunBaTh A3((HEKTUBHOE peIIeHUE CISAYIONUX 3a1a4:

3allUTy OT BMelarenabcTBa B npoiecc pyHkunonuposanus MCIIIH nocTtopoHHUX
Ju11 (BO3MOXKHOCTH UcTonb3oBanus MC u 0oCTyI K ee pecypcaM JIOJDKHBI UMETh TOJBKO
3apEeTUCTPUPOBAHHBIC YCTAHOBJIECHHBIM MOPSIIKOM MOJIH30BATEIIN);

pasrpaHUYCHHE JIOCTyNa 3apETMCTPUPOBAHHBIX IOJB30BATEIEH K anmnapaTHbIM,
nporpaMmMHbeiM U UH(popManmoHHbIM pecypcaM MCII/IH (BO3MOKHOCTh JOCTYIA TOJBKO
K TEM pecypcaM M BBITIOJIHEHUS TOJILKO T€X OMepaludid ¢ HUMHU, KOTOpPble HEOOXOIUMBI
KOHKpeTHbIM Tosib3oBatesisiMm MCIIJIH 1my1st BRIOMHEHUST CBOWX CIIYKEOHBIX OOs3aHHO-
CTel), TO €CTh 3alIUTy OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA:

a) K uHpopmanuu, uupkynupyromeid B UCI/H;

0) cpenctBaM BeruucauTeabHON TexHuku UCI1/IH;

B) almapaTHbIM, TPOTPAMMHBIM U KPUNITOTpaUIECKUM CPEICTBAM 3alUThI, UCTIOIb3Y-
embiM B UCII/IH;

PETUCTPALIMIO JIEMCTBUM TOJIB30BATENICN MPU HMCIOJIb30BAHUU 3AlIUIIAEMbBIX pe-
cypcoB UCII/IH B CHUCTEMHBIX JKypHajaXx W NEPUOJMYECKUN KOHTPOJIb KOPPEKTHOCTH
JIEVUCTBUM NOJIb30BATEIEH CUCTEMBI ITyTEM aHAJIN3a COACPKUMOTO ITUX KYPHAJIOB;

KOHTPOJIb LIEIOCTHOCTH (0OecriedyeHne HEM3MEHHOCTH) Cpebl UCIIOIHEHUS MpOo-
IPAMM U €€ BOCCTAHOBJIICHHUE B CIIy4ae HAPYLICHUS,

3alUTY OT HECAHKIIMOHUPOBAHHON MOAM(PUKAIMKA U KOHTPOJIb IEJIOCTHOCTU HC-
nonb3yeMbix B UCITJ[H mporpaMMHBIX CPEACTB, a TAKKE 3aIIUTY CUCTEMBI OT BHEAPECHUS
HECAHKI[MOHUPOBAHHBIX IPOTPaAMM;

samuTy [IJ[H OT yTeUKu 1Mo TEXHUYECKUM KaHajaM IMpHu ee o0paboTke, XpaHEHUU U
nepenaye 1o KaHajiaM CBSI3H;

samuty [1JIH, XpaHuMbIX, 0OpabaThiBaeMbIX U IEpE/IaBaCMbIX MO KaHajlaM CBS3H,

OT HCCAHKIUMOHHUPOBAHHOI'O PA3IIaAllICHUA NI NCKAXKCHU A,
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obecrieueHre KUBYYECTH KPpUNTOTpadhUIECKUX CPEACTB 3alUTHl HHGOPMALIUU TPU
KOMIIPOMETAIINH YaCTH KIIFOUEBOI CHCTEMBI,

CBOEBPEMEHHOE BBISIBJICHHUE HCTOYHUKOB yrpo3 OesomacHoctu [IJlH, mpuuwH u
YCJIOBUH, CIIOCOOCTBYIOIIMX HaHECEHUIO yiiepOa cyobektaMm I1/1H, co3nanue mexaHnusma
OTIEpAaTUBHOI'O pearupoBaHus Ha yrpo3sl Oe3onacHocT [1/[H 1 HeraTUBHBIC TEH/ICHIINH;

CO3/aHHEe YCIOBHM IS MUHUMH3ALMW M JIOKAIHM3AIlMA HAHOCHMOTO yIepOa He-
MIPAaBOMEPHBIMU JIEHCTBUSIMH (HU3UUECKUX U IOPUIUIECCKUX JIHII, OCTIa0JIeHne HETaTUBHO-

ro BJIMSIHUS U JTUKBUJALMIO TIOCJIEICTBUHN HapylieHus 6ezonacuoctu [1J[H.
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OcCHOBHBIC IPUHIMIIBI IOCTPOCHUS CHCTEMbI KOMILICKCHOM 3a1UThI
HH(popMALUU

[Toctpoenue cucremnl obecneuenusi OezomacHoctu [1/ln UCIIIn I'BOY BIIO
NBI'MA Munsnpasa Poccuu u ee yHKIIMOHUPOBAHUE JOJIKHBI OCYIIECTBIATHCS B COOT-
BETCTBUU CO CIEAYIOIIMMU OCHOBHBIMHU ITPUHIIUIIAMH:

3aKOHHOCTb;

CHUCTEMHOCTB;

KOMILUIEKCHOCTB;

HEIPEPBIBHOCTD;

CBOEBPEMEHHOCTB;

IIPEEMCTBEHHOCTD U HENIPEPBIBHOCTH COBEPLICHCTBOBAHUS;

IIEPCOHAIbHASL OTBETCTBEHHOCTD;

MUHHUMU3ALUS TOJTHOMOYHI;

B3aUMOJIEHCTBUE U COTPYAHUYECTBO;

rMOKOCTh CUCTEMBI 3allIUTHI;

OTKPBITOCTH AJITOPUTMOB ¥ MEXaHU3MOB 3aIlUTHI,

IIPOCTOTA PUMEHEHUS CPEICTB 3aLUTHI;

Hay4Hasi 0O0OCHOBAHHOCTb U TEXHUUYECKAS PEaTU3yEeMOCTh;

crenuanu3anys U IpoecCuOHaIN3M;

00s13aTEIHLHOCTh KOHTPOJIA.

3aKOHHOCTH

[Ipenmonaraer ocyiiecTBICHHE 3alIUTHBIX Meponpusatuii u paspaborky C3IIn
I'bOY BIIO UBI'MA Mun3apaBa Poccun B COOTBETCTBUM C JACHCTBYIOIIMM 3aKOHOMA-
TEIHLCTBOM B oOJjacTu 3amuThl [1/IH U qpyrumMu HOpMAaTUBHBIMU MPABOBBIMH AKTAMHU I10
0e3omacHOCTU HMH(OpMaIUK, YTBEPKIECHHBIMU OpraHaMu TOCYIapCTBEHHOM BIACTH U
yIpaBJEHUs B IPe/iesiax UX KOMIIETCHIUU.

[Tonb3oBatenu u obcmysxkuatomuii mepconan [1/ln UCITIn 'BOY BIIO UB'MA
Munsapasa Poccuu 1omxHBI OBITH OCBEAOMIICHBI O IOPSAKE PabOTHI € 3aIUIIaeMON WH-

dbopmarueit 1 00 OTBETCTBEHHOCTH 3a 3amuTy [1J{H.
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CHucTeMHOCTH

Cucremubii noaxoa k nocrpoenuto C3II[x I'BOY BIIO MBI'MA Munsnpasa
Poccun mpenronaraer yuyer BceX B3aUMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIUX U U3MEHSIO-
IIMXCS BO BPEMEHH 3JIEMEHTOB, YCIOBUN U (PAKTOPOB, CYIIECTBEHHO 3HAYUMBIX IS T1O-
HUMaHUA U peuieHus npooseMsl odecneuenus 6ezonacHoct [1/n UCITIn 'bOY BIIO
NBI'MA Munsapasa Poccun.

[Ipu co3gaHuM CUCTEMBI 3aIUTHI JOJKHBI YUYUTHIBATHCS BCE cialdble W Hauboliee
ysI3BUMBIE MecTa cucteMbl o0paboTku [1JIH, a Takxke xapaktep, BO3MOKHbBIE OOBEKTHI U
HapaBJIEHUS aTaKk Ha CHUCTEMY CO CTOPOHBI HapymuTeneil (0COOEHHO BBICOKOKBaTH(U-
LUPOBAHHBIX 3JI0YMBIIUICHHUKOB), TyTH IPOHUKHOBEHUS B PACHpE€IEHHbIE CUCTEMBI U
HCJI x unpopmanuu. Cuctema 3aiuThl JTOJKHA CTPOUTHCS C YIETOM HE TOJIBKO BCEX U3-
BECTHBIX KaHajoB npoHukHoBeHUsI 1 HC/I k nuHdopmanmu, HO U ¢ y4eTOM BO3MOKHOCTH

MOSIBJICHUS] IPUHITNIHAIIEHO HOBBIX MyTEH peann3aiuy yrpo3 6€30macHOCTH.

KoMIuiekcHOCTD

KoMmIuiekcHOe MCIOIB30BaHUE METOJIOB U CPEICTB 3AIMTHI MPEAIOIaracT coria-
COBAaHHOE NPUMEHECHHUE PA3HOPOJHBIX CPEICTB IPU MOCTPOCHUH LEITOCTHOM CUCTEMBI 3a-
IIUTHI, IEPEKPHIBAIOIICH BCE CYHIECTBEHHBIE (3HAUMMbIE) KaHAJbl peajn3aluy yrpo3 U He
coJieprKalien ci1adbIX MECT Ha CThIKaX OTJEJIbHBIX €€ KOMIIOHEHTOB.

3ammra JOJDKHA CTPOUTHCSA SLIEIOHUPOBAHO. ISl KaXJI0ro KaHala yTEYKd HWH-
dbopManuu 1 A KaKIOW yrpo3bl O€30MacHOCTH JOJKHO CYIIECTBOBATh HECKOJIBKO 3a-
HUTHBIX pyOexel. Co3aaHue 3alUTHBIX pyOeKel OCYIIECTBIISIETCS C YYETOM TOr0, YTO-
OBl ISl UX TIPEOA0JIEHNS IOTEHINAIbHOMY 3JI0YMBIIIIEHHUKY TpeOOoBaIUCh Npodeccro-
HaJIbHbIE HABBIKA B HECKOJIBKMX HEB3aMMOCBS3aHHbBIX 00JACTIX.

Baewnss 3amura 1omkHa odecreunBaThes (PU3MUECKUMU CPEACTBaMU, OpraHu3a-

IMUOHHBIMHU U ITPABOBBIMU MCpPaAMMH.

HenpepsiBHOCTh 3amuThl I1/1H

3ammra [I/lH — HE pa3oBoe MepONpPHUATHE U HE MPOCTast COBOKYITHOCTh IPOBEICH-
HBIX MEPOINPHUATHN M YCTAHOBJIIEHHBIX CPEICTB 3aIUTBI, 4 HEIMPEPBIBHBIN IIEIEHAIIPAB-
JIEHHBIM MPOLECC, MPEANONaratolui MPUHITHE COOTBETCTBYIOIIMX MEP Ha BCEX ATalax

skn3HeHHoro nukiaa MCITH.
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NCIIJIH nomkKHa HaXOJIUTHCA B 3aIMIIECHHOM COCTOSIHUM Ha MPOTSHKEHUHM BCETO
BpEeMEHH MX (DYHKIIMOHUPOBaHHUSA. B COOTBETCTBUU C 3THM MPHUHITUIIOM JOJKHBI MPUHU-
MaThcsl MephI 1o HeponyieHuto nepexona MCII/IH B He3alUIIIEHHOE COCTOSIHUE.

BonbmMHCTBY (DU3UUECKUX U TEXHUYECKUX CPEACTB 3aIUThl i1 3()PEKTUBHOTO
BBITIOJTHEHUS CBOMX (PYHKIIMM HEOOXOJrMMa IMOCTOSHHAs TeXHHUYECKas U OpraHu3alliOH-
Has (aJMUHUCTpPATHBHAS) TMOJICPKKa (CBOCBpPEMEHHAss CMEHAa M 0OecredeHre MpaBUIb-
HOTO XpaHEHHS ¥ MPUMEHCHHS UMEH, MapoJjieH, KIIrodei mudpoBaHus, IepeonpeacIcHIue
MOJIHOMOYUHN U T.11.). [lepepsiBbl B paboTe CPEACTB 3aIIUTHI MOTYT OBITh MCIOJIb30BAHbI
3JIOYMBILIIJICHHUKAMU JUJIsl aHajlv3a MNPUMEHSEMbIX METOJIOB M CPEACTB 3alllUThI, IS
BHEJPEHUS CIEIUAIIBHBIX MPOTPAMMHBIX U alMapaTHBIX «3aKJIaJ0K» U JPYTUX CPEICTB

MMpCOAOJICHUA CUCTEMBI 3allIUTHI IIOCJIC BOCCTAHOBJICHUS €C (bYHKI_U/IOHI/IpOBaHI/I?L

CBOECBpPEMEHHOCTD

[Ipenmonaraer ynpexaaromuid xapakrep Mep odecnieuenus 6ezonacuoctu [1J1H, TO
€CTh IMOCTAHOBKY 3a/1a4 no koMmriuiekcHou 3amute UCIIIH u peanuzamuio mep odecreue-
Hus 6e3omacnoctu [1/]xn Ha panHux ctanusax paspadotku MCII/IH B 11e1oM 1 ee CUCTeMbl
3alU Tl THPOPMALIMHU B YACTHOCTH.

Pa3paboTka cucTembl 3alllMThl JOJKHA BECTHUCH MapajlielbHO C pa3padOTKON U
pa3BUTHEM CaMOM 3alMIIAEMOI CUCTEMBbI. JTO MO3BOJIUT ydyecThb TpeOoBaHuUsl Oe3omac-
HOCTHU NP MPOCKTUPOBAHUH apXUTEKTYpHI U, B KOHEUHOM cYeTe, co3/aTh Oonee addek-

TUBHBIE (KaK I10 3aTpaTaM PeCypcoB, TaK U MO CTOMKOCTH) 3allUIIEHHbIE CUCTEMBI.

IIpeeMcTBEHHOCTH U COBEPIIIEHCTBOBAHHE

[IpeanonaraioT MOCTOSSTHHOE COBEPIIEHCTBOBAHUE MEP U CPENCTB 3allUThl HHPOP-
Mall{ Ha OCHOBE ITPEEMCTBEHHOCTH OpPraHU3allMOHHBIX U TEXHUYECKUX PELICHUM, Kal-
poBoro coctana, ananu3a pyukuuonupoBanusi UCII/IH u ee cucTeMbl 3alIUTHI C YYETOM
U3MEHEHUH B METO/IaX M CPEJCTBaX mnepexnara nH(popMalnuy, HOPMATUBHBIX TPEOOBaHUI

I10 3aIIUTEC, AOCTUTHYTOI'O OTCYCCTBCHHOI'O U BaPY6€}KHOFO OITBITa B 3TOM 00JIACTH.

Hepconam,naﬂ OTBETCTBCHHOCTD

[Ipenmnonaraer Bo3y10KeHNE OTBETCTBEHHOCTHU 3a obecrieueHue 6ezonacHoctu [1][xH
U CHUCTEeMbI UX 00pabOTKH Ha Ka)XJ0TO COTPYAHHUKA B Mpejiesiax ero nojHoMouuit. B co-

OTBETCTBUU C JTUM MPHUHIIUIIOM pachpeesieHne NpaB M O00S3aHHOCTEH COTPYIHHUKOB
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CTPOUTCSI TAaKHUM 00pa3oM, YTOOBI B CiIy4ae JII0OOT0 HApYIICHHsS] KPYT BUHOBHUKOB ObLI

YCTKO U3BCCTCH HUJIN CBCACH K MUHUMYMY.

IpuHIUI MUHMMHA3ALHUA TOJTHOMOYMH

O3HavaeT mpeaoCTaBICHUE MO0JIH30BaTEIsIM MUHUMAJIBHBIX MpaB JIOCTYIa B COOT-
BETCTBUHU C MPOU3BOJCTBEHHONW HEOOXOJMMOCTHIO, HA OCHOBE MPUHIUIIA «BCE, YTO HE
pa3peLIeHO, 3aIPeILEHOY.

Hoctyn k II/IH momxeH mpenocTaBiSAThCS TOJBKO B TOM Clydae U 00ObeMe, €ClIH

9TO H€O6XOIII/IMO COTPYAHUKY AJIA BBIIOJIHCHUA CT'0 JOJIZKHOCTHBIX 00s13aHHOCTEH.

B3aumonaeicTBue U COTPYAHUYECTBO

[Ipenmonaraer co3manue 6JaronpuaTHON aTMOC(hephl B KOJIJICKTUBAX MOpa3ieie-
Hui, obecneunBarommx AesreabHocts UCITn I'bOY BIIO MBI'MA Munszapasa Poc-
CUU, JIJI1 CHUXKECHUSI BEPOATHOCTH BO3SHUKHOBEHUS HETaTUBHBIX JIEUCTBUM CBSI3aHHBIX C
YeJIOBEYECKUM (PaKTOPOM.

B Takoit o0cTaHOBKE COTPYIHUKH JTOJKHBI OCOBHAHHO COOJIIO/IaTh YCTAaHOBIECHHBIE
MpaBUJIa U OKa3bIBaTh COJICHCTBUE B JICATEIIBHOCTH MOJPa3ICICHH TEXHUUECKOM 3al-

ThI HTH(OPMAIIUH.

I'moxocth cucrembl 3amuThl IT/{H

[IpuHsATBIE MEPBI U YCTAHOBJIEHHBIE CPEACTBA 3AIUTHI, OCOOEHHO B HayaJbHBIN
NEPHUOJI UX IKCILTyaTallMi, MOTYT 00ECIIeYrBaTh KaK YpEe3MEPHBIN, TaK U HEAOCTATOYHBIN
ypoBeHb 3amuThl. [l obecrnieueHrss BO3MOKHOCTH BapbUpPOBAaHUS YPOBHEM 3alUIIICH-
HOCTH CPECTBA 3alIUTHI JODKHBI 00J1a/1aTh OMpeieIeHHOM THOKOCThI0. OCOOEHHO BaX-
HBIM 3TO CBOMCTBO SIBJISIETCSI B T€X CIIydyasix, KOTJla YCTAaHOBKY CPEACTB 3alUThl HEOOXO-
JUMO OCYILECTBIISATh HA pa0OTAIONIYI0 CUCTEMY, HE Hapyllas Mporecca €€ HOPMaJIbHOIO

(yHKIHOHUPOBAHMUS.

OTKprTOCTb AJITOPUTMOB 1 MEXAHHU3MOB 3aIllIUTHI

CyTh MPUHIINIIA OTKPHITOCTH aJTOPUTMOB U MEXaHU3MOB 3aIUTHl COCTOUT B TOM,
YTO 3alIMTa HE JOJDKHA 00ECIeYMBATHCS TOJIBKO 33 CUET CEKPETHOCTH CTPYKTYPHOH Op-
TaHU3AIMHU U aNTOPUTMOB (DYHKIIMOHUPOBAHHS €€ MOACUCTEM. 3HaHUE alTrOPUTMOB pado-

Thl CUCTEMBI 3aIUThl HE JOJKHO J1aBaTh BO3MOXKHOCTH €€ MPEOI0ICHUS (J1aXke aBTopaM).
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Opnnako, 3T0 HE O3HAyYaeT, 4To MHGOPMAIMS O KOHKPETHON CHCTEME 3allUThl JOJDKHA

OBITH OOIIIEAOCTYITHA.

HpOCTOTa NPUMECHCHHA CPEACTB 3allIUThI

MexaHu3MBbl 3alTUThI JOJDKHBI OBITh MHTYUTHBHO TOHSATHBI U TIPOCTHI B UCITIOJIB30-
BaHuU. [IprMeHeHne cpeaCTB 3allUThl HE JOJKHO OBITh CBSI3aHO CO 3HAHUEM CIIEIHab-
HBIX SI3bIKOB WJIA C BBIMOJHEHUEM JIEUCTBUMN, TPEOYIOMINX 3HAYUTEIbHBIX JTOMOTHUTEb-
HBIX TPYJ03aTpar Mpu OOBIYHOM paboTe 3aperuCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSI-
KOM TIOJIb30BaTeliel, a TaKkkKe He JIOJDKHO TPeOOBaTh OT IMOJIB30BATENS BBITOIHEHUS PY-
TUHHBIX MAJIOTIOHATHBIX €My ornepanuii (BBOJI HECKOJIBKHUX Maposieil 1 UMEH U T.1.).

JloJDKHA IOCTUraThCsl aBTOMAaTHU3allMsl MaKCHUMaJIbHOT'O YKCiIa ASUCTBUM MOJIb30Ba-

tener n agMuancTparopoB UCII/IH.

HayuyHasi 000CHOBaHHOCTbH M TeXHHYECKAS PeajTu3yeMoCTh

NudopmanmoHHble TEXHOJIOTHH, TEXHUYECKUE U MPOrpaMMHBIE CPEACTBA, CPE-
CTBa W MEphl 3alUThl MHQOpPMAIMKU JOKHBI OBITH peajn30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHS HAYKU U TEXHUKH, HAyYHO OOOCHOBAHBI C TOUKHU 3PEHUS TOCTHIKEHUS
3aJJaHHOTO YpOBHS 0€30MacHOCTH MH(pOPMAIMM U JIOJDKHBI COOTBETCTBOBATH yCTAHOB-
JIEHHBIM HOpMaM U TpeboBaHusAM 1o Oe3onacHoctu [1/1H.

C3I1IH nomkHa OBITH OPUEHTUPOBAHA HA PELLEHUS, BOZMOXKHbBIE PUCKH I KOTO-
PBIX U MEpbI IPOTUBOAECHUCTBUS 3TUM PUCKAM IPOIUIH BCECTOPOHHIOI TEOPETUUYECKYIO U

MIPAKTUYECKYIO MIPOBEPKY.

Cnenuanamzanus u npocbeccuonaﬂmM

[Ipeanonaraer mpuBiedeHNE K pa3paObO0TKE CPEICTB U pean3aliuu Mep 3aluThl
nH(pOpMaIMK CHIENUATIU3UPOBAHHBIX OpraHu3alui, HanOojee MOATOTOBIECHHBIX K KOH-
KPETHOMY BHJYy AEATEIBbHOCTU MO obecrneueHuto Oe3omacHocTH [1/[H, uMeromux onbIT
MPAKTUYECKON pabOThl U rOCYIAPCTBEHHYIO JIMIIEH3UIO HA TIPABO OKA3aHMS YCIYT B ATOU
obnactu. Peanuzamusi aiMUHUCTPATUBHBIX MEP W DKCIUTyaTalls CPEICTB 3aIIUTHI JTOJIK-
Ha OCYIIECTBIISIThCA MPOdeCCUOHANIBHO MOATrOTOBICHHbIMU cniennanuctamu ['BOY BIIO

NBI'MA Munsapasa Poccun.
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00513aTeILHOCTH KOHTPOJIS

[Ipeanonaraer 00513aTeNIbHOCTh U CBOEBPEMEHHOCTD BBISIBIIEHUS U IIPECEUEHUS M0-
NBITOK HApYIICHUS] YCTAaHOBJICHHBIX NIpaBui obecrieueHus 0e3onacHoct [1/]H Ha ocHOBe
UCIIOJIb3YEMBIX CUCTEM M CPEJICTB 3alUThl HHPOPMAIIUU MPU COBEPILIEHCTBOBAHUH KpPHU-
TEPUEB U METOJIOB OLICHKU 3()(PEKTUBHOCTH 3TUX CUCTEM U CPEJCTB.

KoHTpoJ1b 3a 1e4TeTbHOCTHIO JF000T0 MOJIb30BATENS, KaXKI0I0 CPEACTBA 3ALUUTHI U
B OTHOILIEHUHU JIIOOOTO 00OBEKTa 3alUThl JIOJDKEH OCYILIECTBIATHCS HAa OCHOBE NMPUMEHeE-
HUs CPEICTB ONEPATUBHOIO KOHTPOJIA U PETUCTPALMA U JOJDKEH OXBATbIBATh KaK HeE-

CaHKIOMOHWPOBAHHBIC, TAK 1 CAHKIIMOHWUPOBAHHBIC I[GﬁCTBHH MOJIb30BaTEIICH.

26



Cucrema 3allIMTHI IIEPCOHAJTbHBIX TaHHBIX

Cuctema 3amuThl iepcoHanbHbIX TaHHbIX (C3I1/[H) cTpouTCcs HA OCHOBAHUH:

IIepeuns epCOHAIBHBIX TAHHBIX, TOJICKAIIUX 3AIIUTE;

AkTa kiaccudukanuu HHPOPMAITMOHHON CUCTEMBI IEPCOHANIBHBIX JaHHBIX;

AkTa xnaccudukanuu 00beKkTa HHHOPMATH3AIUN aBTOMATU3UPOBAHHON CHCTEMBI;

Mopenu yrpo3 6€3011acHOCTH MEPCOHANIbHBIX JTAaHHBIX

[TonoxeHust 0 pa3rpaHUYEHUN TIPaB JAOCTyNa K 00padaThIBAEMbIM MEPCOHATBHBIM
JTaHHBIM;

PykoBogsamux nokymentoB @CTIK u ®Cb Poccum.

Ha ocHOBaHMU 3THUX JOKYMEHTOB OINPEIEISIOTCS HEOOXOJUMBIM YPOBEHb 3alllU-
meHHocTH U kiace 3amuiiennoctu [1n UCITAun I'bOY BITIO MUBI'MA Munzapasa Poc-
cuu. Ha ocHOBaHnK aHaiM3a akTyaJdbHBIX yrpo3 0e3zonacHoctd I1/[H, onucanHoro B Mo-
JIeJU Yyrpo3, JeJlaeTCs 3aKI0YeHHE O HEOoOXOAMMOCTH HCIOJIb30BAHHUS TEXHHUYECKUX
CPEJICTB U OpraHU3AIMOHHBIX MEPOIPUATUM NI obecniedeHus: 6e3omacHocTH [1J[H. BoI-
OpaHHBIE HEOOXOAUMBIE MEPOIPHUATUS OTpakaroTcsa B Ilnane Mepompusituii mo obecrne-
yeHuro 3auThl [1/]H.

Jns xaxgort UCIIIn nomkeH ObITh COCTaBJIEH CIHMCOK UCMOJb3yEMbIX TEXHHUYE-
CKHMX CPEJICTB 3alllUThl, a TaK XK€ MPOTPAMMHOT0 OOECIeUYeHHs, Y4aCTBYIOIIETO B 00pa-
ootke I1/1H, Ha Bcex anmementax MCIIIx:

APM nonn30BaTenei;

cepBep NPUIOKEHN;

CYB/;

rpanuna JIBC;

KaHaJIbI Tepe/layu B CETH OOIIEro MOJIb30BaHUs U (UJIHM) MEKTyHAPOIHOTO OOMEHa,
ecnu o HuM nepenarorces [1J1H.

B 3aBucumoctu ot ypoBHs 3anuiieHHoctTd UCII/Ix u aktyansubix yrpo3 C3I1/x
MOKET BKJIFOUATh CIECAYIOIIME TEXHUYECKUE CPEJICTBA:

CpEeICTBa yIPaBJICHUS U Pa3rpaHUYEHUS J0CTYIa MOJIb30BaTENCH;

CpencTBa 00eCTICUeHHs PETUCTPAIMK U y4eTa JeHCTBUI ¢ nH(pOpMaIuei;
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CpCACTBaA, 066CH€‘-II/IBaIOHII/Ie OCJIO0CTHOCTb JaHHBIX,

CpecacCTBa aHTHBHPYCHOﬁ 3alIIUThI,

cpeacrtBa MEKCECTCBOI'O SKpaAHUPOBAHMA,

Cpe€acTBa aHaJIn3a 3alIUIICHHOCTH,

cpeacTBa kpunrorpadudeckoi 3anmutsl [1/{H, mpu ux nepeaadu 1mo KaHajaaM CBSI3H

ceTel 001Iero u (WiIK) MeXXIyHapoJHOTO oOMeHa.

Cornacuo m. 26 Ilpukaza ®CTIK Poccum Ne 17 ot 11 depans 2013 roga «O6

YTBEPXKJAECHUU TPpeOOBaHUM O 3ammuTe UHGOPMAIMU, HE COCTABIIAIONIEH TOCYJapCTBEHHYIO

TaliHy, COoJep Kalleicsi B ToCyAapCTBEHHBIX MH(GOPMAIIMOHHBIX CHCTEMax» (3aperucTpu-

poBanHblli MuHtocT Poccuu, per. Ne 28608 ot 31 mas 2013 roga) TexHUYECKUE MEPbI

34U ThI

uHGOPMAIIN PEaTM3yIOTCS MOCPEICTBOM MPUMEHEHHSI CPEACTB 3allUThl MH-

dbopmanyu, UMEIMUX He0OX0AUuMble (PYHKIHUUA O€301aCHOCTH.

B sTom cily4dac B I/IH(I)OpMaIII/IOHHBIX cucreMax 1 u 2 Kiacca 3AMUINCHHOCTH IIPUMC-

HAKOTCA:

CpEICTBa BBIYMCIUTEILHON TEXHUKH HE HIDKE 5 Kiacca,

CUCTEMbl OOHAPYKEHUSI BTOP)KEHUN U CPEACTBA aHTUBUPYCHOM 3alIUTHI HE HU-
ke 4 kiacca;

MEKCETEBBIE DKPaHbl HE HUXKE 3 Kilacca B cllydae B3auMOJICUCTBUS UH(OPMAIH-
OHHOU CHCTEMBI ¢ HHGOPMAITMOHHO-TEJICKOMMYHUKAITMOHHBIMU CETSIMH MEXTY-
HapoJHOro MHGOPMAIMOHHOTO OOMEHa W He HIKe 4 Kjacca B cllydae OTCYT-
CTBHS B3aUMOJICUCTBUS WHMOPMAIIMOHHOW CHCTEMBl ¢ HWH(OpMaIMOHHO-
TEeJIEKOMMYHHUKAIIMOHHBIMH CETSAMH MEXKIYHAPOIHOTO WH(POPMAIIMOHHOTO 00-

MCHa.

B naopMannoHHbIX cucTeMax 3 Kijacca 3allUIEHHOCTH PUMEHSIOTCS:

CPEACTBA BHIYMCIUTEIBLHON TEXHUKH HE HIKE 5 Kilacca;

CUCTEMBbI OOHAPYKEHUSI BTOPXKEHHUM U CPEJICTBA AHTUBUPYCHOM 3alIUTHI HE HIKE
4 xiacca B ciaydyae B3auMOJIEHCTBUSI HHPOPMAITMOHHOM CUCTEMBI ¢ MH(OpMaIu-
OHHO-TEJIEKOMMYHHUKAIITMOHHBIMHU CETSAMH MEXKIYHAPOJAHOTO0 MH(POPMAIMOHHOTO
oOMeHa M He HIKe 5 Kjlacca B CIy4yae OTCYTCTBUS B3aUMOJIEHCTBUS MHPOpMAIU-

OHHOM CHCTEMBI C I/IHq)OpMaHI/IOHHO-TeJ'ICKOMMYHI/IKaI_[I/IOHHBIMI/I CCTAMH MCKIY-
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HapOIHOTO MH(GOPMAIIMOHHOTO 0OMEHa;

— MEXCETEeBbIC IKpaHbl HE HIKE 3 Kjlacca B Cily4yae B3auMoJIeicTBUs MH(DOpMaIu-
OHHOW CHUCTEMBI ¢ MH(POPMAITMOHHO-TETICKOMMYHUKAIIMOHHBIMHU CETSIMU MEXTY-
HapOJIHOTO WMH(OPMAIITMOHHOTO OOMEHa M He HuXke 4 Kiacca B Cly4ae OTCYT-
CTBUSI B3aUMOJCHCTBUS HMH(OPMALMOHHOM CHUCTEMBbl € HH(POPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIMHU CETAMH MEXIYHAapOJIHOT0 MH(OPMAIIMOHHOTO 00OMe-
Ha.

B undopmMannonusix cucteMax 4 kiacca 3aiuieHHOCTH PUMEHSIOTCS:

— CpeACTBa BHIYMCIUTEILHON TEXHUKH HE HIKE 5 Kilacca;

— CcHUCTeMbl OOHAPYKEHHSI BTOPKEHUN U CPEJICTBA aHTUBUPYCHOM 3allMThl HE HU-
’Ke S5 Kkiacca;

— MEXKCETEBBIEC KpaHbl HE HIKE 4 Kiacca.

B undopmanmonnsix cuctemax 1 u 2 KIaccoB 3allMIEHHOCTH MPUMEHSIOTCS
CpeJICTBA 3aIUThl MHPOPMAIIUU, TPOrPaMMHOE 0OecTieueHrne KOTOPhIX MPOIIIO POBEP-
Ky HE HIXKE 4eM MO0 4 YpOBHIO KOHTPOJS OTCYTCTBHUSI HEJCKIAPUPOBAHHBIX BO3MOMKHO-
CTEH.

Tak ke B CIHUCOK JOJDKHBI ObITh BKJIIOUEHBI (DYHKIIMM 3aIUTHI, 00€CTIEYMBACMbIC
mTaTHBIMU cpeacTBaMu 00pabotku I1/1H, onepanmonnsiMu cucremamu (OC), mpuxnai-
HbIM [1O ¥ crnenuanbHBIMU KOMILJIEKCAMU, PEeAIM3YIONIMMU CPeACTBa 3aiuThl. CHUCOK
(GyHKIUHN 3aIIUTHl MOKET BKJIFOYATh:

— yNOpaBj€HUE U pa3rpaHUyYEHUE JOCTYMa MOJb30BaTENEeH;

— PETUCTPALMIO U YYET NeUCTBUHN ¢ MHPOpMaIIUEH;

— obecrieueHue EeJTOCTHOCTH TaHHBIX;

— oOHapy»XeHHe BTOP>KEHUH.

[lepeueHpb UCOJIB3YEMBIX CPEICTB JOJKEH MOAAECPKUBATHCA B aKTYyaJIbHOM COCTO-
sHu. [Ipn U3MEHEHNH COCTaBa TEXHUUYECKUX CPEACTB 3aniuThl uin siaeMeHToB UCIIIH
COOTBETCTBYIOIIME U3MEHEHHUSI TOJDKHBI ObITh BHECEHBI B CITUCOK M YTBEPXKJIEHBI PEKTO-
pom I'BOY BIIO MBI'MA Mun3zapaa Poccun wnm JMiioM, OTBETCTBEHHBIM 3a obOecrie-

yeHue 3amuThl [1/1H.
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TpeOoBanus K 3a1MTe MEPCOHAJBHBIX JAHHBIX IIPU UX 00pPa0dOTKe B
UH(OPMALMOHHBIX CHCTEMAX MEPCOHAJBbHBIX JAHHBIX

YpOBeHb 3aIIUIIEHHOCTH HHPOPMAIIMOHHOM CHCTEMBbI MEPCOHATBHBIX JIaHHBIX
onpexaensiercss B coorBerctBUM ¢ Iloctanosnenuem IlpaBurenscrBa PO ot 01.11.2012
Nel119 «O06 yTBepxkaeHnn TpeOOBAaHUH K 3aLIUTE NMEPCOHAIBHBIX JAHHBIX MPHU UX 00pa-
00TKe B MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX» U YTBEPKJIaeTcsi AKTOM
KJIacCU(pUKAUU HHPOPMAIIMOHHOM CUCTEMbI IEPCOHAIBHBIX JAHHBIX YUPEXKICHUSI.

CoctaB TpeOOBaHU, BBIIIOJHEHNE KOTOPBIX HEOOXOAUMO AJI1 O0ECIIEYEHUsI COOT-
BETCTBYIOILIETO YPOBHS 3alIUIIEHHOCTH MH(GOPMAIMOHHON CHCTeMbI mpuBenaeH B [lpu-

noxxeauu Ne 1 k macrosmien [lomuruke.
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Cocras u coaep:xaHue Mep 10 00ecredYeHHI0 0e30MACHOCTH
MEPCOHAJBbHBIX JAHHBIX

Cornacuo n. 20 IIpukaza ®CTIK Poccun Ne 17 ot 11 ¢eBpans 2013 roma «O06
YTBEPKJICHUU TPEOOBaHUI O 3alUTE MHPOPMALIUU, HE COCTABJISAIOLIEH TOCYIAPCTBEHHYIO
TalfHy, COEp KaIIeicsl B TOCYAapCTBEHHBIX MH(GOPMAIIMOHHBIX CHCTEMax» (3aperucTpu-
poBanHbli MuHIocT Poccun, per. No 28608 ot 31 mas 2013 roga) opraHu3aliMOHHbBIC U
TEXHUYECKUE MEPHI 3aIUThl HHPOPMAIIUU, peaTn3yeMbie B MHOOPMAIIMOHHON CUCTEME B
paMKax ee CUCTEMbI 3allUThl HH(POPMALIMH, B 3aBUCHUMOCTH OT yrpo3 0€30MacHOCTH WH-
dbopmanuu, HCHOIB3YEMBIX  HMHPOPMAIMOHHBIX  TEXHOJOTHMH ¥  CTPYKTYPHO-
(GYHKIIMOHATBHBIX XapaKTePUCTUK HHPOPMAIIMOHHOW CHCTEMBI JOJDKHBI 00€CIICUNBATh:

UJeHTUDUKAINIO U ayTeHTU(PHUKAIIMI0 CYOBEKTOB JI0CTyNa U OOBEKTOB JOCTYIIA;

yIpaBiIeHUE JOCTYIOM CyOBEKTOB IOCTyIA K OOBEKTaM JIOCTYTIA;

OTpaHUYCHHE MPOTPAMMHOMN CpPE/IbI;

3aIIATY MAITMHHBIX HOCHUTEJIEH NHPOPMAIIHH;

pPErUCTpalrIO COOBITUN OE30MTACHOCTH;

AHTUBUPYCHYIO 3aIIUTY;

oOHapyxeHue (IpeJoTBpallleHUE) BTOPKEHHUIA;

KOHTPOJIb (aHAIN3) 3alUIIEHHOCTH UH(POPMAIUK;

EJIOCTHOCTh MH(GOPMAIIMOHHOMN CUCTEMBI U MH(OpMAaIUy;

JOCTYITHOCTh HH(OPMAIINH;

3aIUTY CPeIbl BUPTyaIU3aLUN;

3aIATY TEXHUYECKUX CPEJICTB;

3alUTy UHPOPMALIMOHHON CHCTEMBI, €€ CPEJCTB, CUCTEM CBSI3M U IEpelaud JaH-

HBIX.

CoctaB Mep 3amuThl HHYOpPMAIUU U X 0a30BbIE HAOOPHI TSI COOTBETCTBYIOIINX
KJIACCOB 3aIUIIEHHOCTH WH(OPMAIIMOHHBIX cUCTeM TpuBeAcHbl B [Ipunoxenun Ne 2 k

Hacrosuien [lomuTuke.
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Mepbl 10 naeHTHGUKANUN U AyTeHTUH(PUKATNU CYOHEKTOB J0CTYINA U 00HEKTOB
A0CTYynAa

Mepsbl 0 uaeHTUGUKALMU U ayTeHTU(PHUKAUUU CyOBEKTOB JOCTyna U OOBEKTOB
JOCTYyIA JIOJDKHBI 00eCreYnBaTh MPUCBOCHUE CYOBEKTaM U 00BbEKTaM J0CTyNa YHUKAIb-
HOTO Mpu3HaKa (MaeHTu(uKaTopa), CpaBHEHHUE MPEABIABISIEMOTO CYOBEKTOM (0OBEKTOM)
J0CTyMa UaeHTU(UKATOpaA C MEepEeYHEM MPUCBOCHHBIX MIACHTU(HUKATOPOB, a TaK¥kKe IMpo-
BEPKY NPUHAUICKHOCTH CYOBEKTY (00BEKTY) JOCTyNa MPEeabsIBICHHOTO UM HIAECHTH(U-

Karopa (MOATBEPKAECHUE OATUHHOCTH).

MepsbI 10 yIPABJIECHHIO JOCTYIIOM Cy0OBEKTOB A0CTYNA K 00beKTaM /10CTyNa

Mepbl M0 ynpaBiaeHHUIO TOCTYIOM CYOBEKTOB JIOCTYIA K 00BEKTaM JIOCTYIA 0K~
Hbl OOecreunBaTh yIpaBjieHUE NMpaBaMU U NPUBUIIETUSAMH CYOBEKTOB JIOCTYIIA, pa3rpa-
HUYEHHE JOCTyNna CyOBEKTOB IOCTyNa K OOBEKTaM JOCTYINa Ha OCHOBE COBOKYITHOCTH
YCTaHOBJICHHBIX B MH(OPMALIMOHHON CHUCTEME MPABWII pa3rpaHUUYEHUs IOCTYyNa, a TaKXKe

o0ecreuynBaTh KOHTPOJIb COOJTIOIEHUSI 3TUX MPABUIL.

Mepsl 110 OrpaHHMYEHHM IO IPOrPAMMHOM CPeabl

Mepsl 110 OTpaHUYECHHUIO MTPOTPAMMHOM Cpe/bl TOKHBI 00€CTIeYnBaTh YCTAaHOBKY
U (WIK) 3ayCK TOJBKO Pa3penieHHOT0 K MCIOJIb30BAHUI0 B MH(GOPMAIIMOHHON CHUCTEME
MPOTrPAMMHOTO OOECTICUCHHSI UM MCKITI0YaTh BO3MOXKHOCTh YCTAHOBKH U (WJIN) 3aIyCKa
3aMpenIeHHOro0 K MCMOJb30BaHUI0 B MH(OPMALIMOHHON CUCTEME MPOTPaMMHOI0 olecrie-

YCHU.

MepsbI 110 3a11MTe MAIIMHHBIX HOCHTEIed HH(popManun (CpeacTBa 00padoTKH
(XpaHeHHs) MEPCOHATBHBIX JAHHBIX, CbeMHbI€ MAIIMHHbIE HOCUTE U MHGOPMAIUN)

Meppl 10 3amuTe MalIMHHBIX HOcUTENeW uHpopmanuu (cpeactBa oO0padOTKU
(xpanenust) uHbOPMAIINK, CHEMHBIE MAITUHHBIE HOCUTENTU WHGOPMAIIMHN) JTOJKHBI UC-
KJIFOYaTh BO3MOXXHOCTb HECAHKIIMOHMPOBAHHOTO JOCTYIla K MAIIMHHBIM HOCHUTEISIM H
XpaHsIecss Ha HUX UHPOpMAaIMU, a TAKXKE HECAHKUMOHHUPOBAHHOE HCIIOJIb30BAHHE

ChEMHBIX MAITMHHBIX HOCUTEJIEH HHGPOPMAITUH.
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Mepbl 110 perucTpanum coObITHIT 0€30MACHOCTH

Mepbl IO perucTpaiuu CoOBITHI 6€30MacHOCTH JOKHBI 00ecreunBaTh coop, 3a-
MUCh, XPAHEHHE U 3aIUTY WHPOPMAIIUU O COOBITUAX 0€30MaCHOCTH B MH(DOPMAITMOHHON
CHUCTEME, a TaK)Ke€ BO3MOXHOCTH MPOCMOTPA U aHaIM3a MHPOPMAIMH O TAKUX COOBITHUSIX

Y pearupoBaHue Ha HUX.

Mepbl 10 AHTUBUPYCHOM 3aLUTE

Mepbl 110 aHTUBUPYCHOM 3alUTE JOJDKHBI 0OecrieunBaTh OOHapyx)eHue B uHpop-
MaIlMOHHOW CUCTEME KOMIBIOTEPHBIX MPOTpaMM JIMOO WHON KOMITbIOTEPHOU HH(pOpMa-
I[UH, IPEAHA3HAYECHHOM JJI1 HECAaHKIIMOHUPOBAHHOTO YHUUTOXKECHHSI, OJIOKUPOBAHUS, MO-
nu(UKaIIN, KOTMHUPOBAHUS KOMIBIOTEPHOW MH(POPMAIUUA WIN HEHUTpaIM3aIliu CPEIICTB
3amuThl HHQOPMAIIUM, a TaKKEe pearupoBaHHE Ha OOHAPY)KEHHE ATUX MPOTPaMM U MH-

dbopmarnuu.

Mepsbl 10 00HApPY:KEeHHUIO (IPEeAOTBPALLIEHUIO) BTOPKEHU

Mepsl 1o 0O6Hapy)eHUIO (ITPEAOTBPAIICHUIO) BTOPKEHUH JTOHKHBI 00€CIIeuBaTh
oOHapy’KeHHe IeUCTBUI B MH(DOPMATMOHHOW CHCTEME, HAPABJICHHBIX HA MPEIHaMEpPEH-
HBI HECAaHKIIMOHUPOBAHHBIN AOCTYN K MH(OpPMAIUK, ClIelMaIbHble BO3EHCTBUS HA UH-
dbopmaloHHyI0 cucTemMy U (Win) MHGOPMALIUIO B LEAX €€ JOObIBaHUS, YHUUYTOKEHHUS,
UCKKEHUSI U OJOKUPOBAHMS JIOCTyNMa K MHGOPMAIMK, a TaKKe pearupoBaHUE Ha ITHU

JIEHACTBUS.

MepbI 10 KOHTPOJIIO (AHAJIM3Y) 3alIUIIEHHOCTH HH(pOpMaLuK1

Mepsl 110 KOHTPOJTIO (aHATM3Y) 3AIUIICHHOCTH WH(OPMAIINH TOJDKHBI 00eCTIe -
BaTh KOHTPOJIb YPOBHS 3alTUIIICHHOCTH MH(OpMAIuu, cojaepkaieiics B H”HGOPMAIHMOH-
HOM cUCTeMe, MyTeM MPOBEJACHUS MEPONPUATUN MO aHAJIU3Y 3aIUIIEHHOCTH UH(pOpMa-

HHOHHOﬁ CUCTCMbI U TCCTUPOBAHNTIO €€ CUCTCMBbI 3allIUThI I/IH(I)OpMaI_[I/II/I.
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MepsbI 0 00ecneYeHu 0 HeJ0CTHOCTH HHGOPMAIMOHHOM ccTeMbl M HHpopManuu

Mepsl 10 00ecieYeHHIO HETOCTHOCTH MH(OPMALMOHHON CUCTEMBI U HH(POPMAaLIUH
JOJDKHBI 00ecrieuynBaTh OOHapyKeHHe (PaKTOB HECAHKIIMOHUPOBAHHOIO HApYIICHUS Iie-
JIOCTHOCTH WMH(OPMAITMOHHOW CUCTEMBI U COJEp Kalleiicss B Hell mHbOpMaIu, a TakKe
BO3MO>KHOCTh BOCCTAaHOBJICHUSI MH(POPMAIIMOHHOM CUCTEMBI U COJACPIKAILICUCST B HEH HH-

dbopmanuu.

MepsI o 00ecneYeHuI0 J0CTYITHOCTH HHGOpMau

Mepsbl 110 00ecreyeHno JOCTYITHOCTH UH(OPMALUK T0JKHBI 00ecreunBaTh aBTo-
PHU30BaHHBIN JOCTYM MOJB30BATENEH, UMEIOIIUX paBa MO TAKOMY JOCTYIy, K HH(pOpMa-
UM, cojepxalleicss B "HGOPMAIMOHHON CHCTEME, B IITATHOM peXUMe (PYHKIIMOHUPO-

BaHUs HHPOPMALMOHHOW CHUCTEMBI.

Mepsbl o 3a11MTe CPeAbl BUPTYAJIU3AIUN

Mepsl 10 3amuTe cpeabl BUPTyaIU3aluu JOJDKHBI MCKIHOYaTh HECAHKIIMOHUPO-
BaHHBIN JTOCTYI K MHPOpMaluu, oOpabaTbiBaeMOi B BUPTYalIbHON UHPPACTPYKTYpE, U K
KOMIIOHEHTaM BUPTYyaJbHOU MH(PACTPYKTYpPHI, a TAKKE BO3IEUCTBHE HA HHPOPMAIIHIO U
KOMITOHEHTBI, B TOM YHCJE K CPEACTBAM YIPABJICHUS BUPTYyaJIbHOW MH(PPACTPYKTYpPOH,
MOHHUTOPY BUPTYaJIbHBIX MAIIMH (TUIEPBU30PY), CUCTEME XpPaHEHUS JaHHBIX (BKIOYas
CUCTEMY XpaHEHHUs 00pa30B BHUPTYaJIbHOM HH(PPACTPYKTYphI), CETH NEpelayd JaHHBIX
Yyepe3 JEMEHThl BUPTYaJbHOW WM PU3NUECKON MHPPACTPYKTYpPbI, TOCTEBBIM OIEpaliu-
OHHBIM CHCTEMaM, BUPTyaJbHbIM MallMHaM (KOHTEWHEpaM), CUCTEME U CETH PEIUIMKa-
L[UU, TEPMUHATBHBIM U BUPTYaAJIbHBIM YCTPOMCTBAM, a TAaK)KE€ CUCTEME PE3EPBHOTO KOIH-

pOBaHUA U CO3AaBACMBIM €O KOITHUSM.

Mepbl IO 3AIIIMTEC TCXHUICCKHUX CPECACTB

Mepsl MO 3alIUTe TEXHUUECKUX CPEJCTB JIOJDKHBI MCKIII0YaTh HECAHKIIMOHUPOBAH-
HBI JOCTYIT K CTAI[MOHAPHBIM TEXHUYECKUM CPEICcTBaM, oOpabaThiBaromuM uWHGOpMa-
U0, CPENCTBaM, OOecTeunBaromuM (YHKIIMOHUPOBAHHE WH(POPMAIMOHHON CHCTEMBI
(manee - cpeacTBa obecneyeHrss PYHKIIMOHUPOBAHMS), U B TIOMEIIEHHUSI, B KOTOPBIX OHU
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IIOCTOAHHO PACIIOJIOKCHBI, 3alllUTy TCXHUYCCKUX CPCIACTB OT BHCHIHHX BOS,Z[CfICTBHfI, a
TAKXKC 3allluTy I/IH(i)OpMaHHH, HpC,ZICTaBJIeHHOI;’I B BHJC I/IH(l)OpMaTI/IBHBIX QJICKTPUICCKUX

CUTHAJIOB U (PU3UYECKUX TIOJICH.

Mepsl 110 3a1uuTe UHGOPMALMOHHOM CUCTEMBI, €€ CPEeACTB, CHCTEM CBSI3H U
nepeaavyu JaHHbIX

Meps! 1o 3amuTe HHOOPMALIMOHHOW CHCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Iepe-
Ja4l JTAHHBIX JOJDKHBI OOecreunBaTh 3alIUTy MH(OpMAIUU NpU B3aUMOJECUCTBUM HH-
(GbopMaIIOHHON CHUCTEMBI UJIU €€ OTIECIbHBIX CErMEHTOB ¢ MHBIMU MH(GOPMAIMOHHBIMU
CUCTEeMaMU U HH(POPMAIMOHHO-TEJIEKOMMYHUKALMOHHBIMU CETSIMU MOCPEACTBOM IIpH-
MEHEHHS apXUTEKTYPbl HHPOPMAIIMOHHON CHCTEMBbI, TPOEKTHBIX PEIIEHUH MO €€ cucTe-

M€ 3aIUThl HHPOpPMaIMY, HAIIPABJICHHBIX Ha 00E€CIIEUeHNE AU Thl HH(OPMALIIH.

Br100op mMep 3amuThI HHPOPMAIIUM VISl MX PeATH3ANNH B HHPOPMAIIMOHHO
CHCTeMe B PAMKAaX ee CUCTeMbI 3aIUThI HH(POPMALNH BKJIOYAET

Cornacno Ilpukazy @®CTIOK Poccuu Ne 17 ot 11 deppans 2013 roma «O6 yTBep-
XKICHUM TPeOOBaHMIA O 3anTuTe HH(DOPMAIMH, HE COCTABJIAIONICH rOCYIapCTBEHHYO Tau-
HY, COJEpXaIIeicsi B rOCYyJapCTBEHHBIX MH(GOPMAIIMOHHBIX CHUCTEMax» (3aperucTpupo-
BaHHbIM MuHtocT Poccun, per. Ne 28608 ot 31 mas 2013 rona) BeiOOp Mep 3alIMTHI HH-
dbopmanmu 171 UX peanusanui B HHHOPMAIIMOHHON CHUCTEME B paMKax €€ CHCTEMBI 3a-
U THI HHOOPMAITUHU BKITIOYALT:

ompeneneHre 0a30Boro Habopa Mep 3alUThl MHOOPMAIUU Jisi YCTAHOBIEHHOTO
KJIacca 3allyIEeHHOCTH HH(POPMAIMOHHON CUCTEMBl B COOTBETCTBUU ¢ 0a30BBIMU Ha0O-
pamMu Mep 3amuThl uHbopMaruu, npuBeaeHHbBIME B [Ipunoxkenun Ne 1 k Hacrosmiemy
TIOKYMEHTY;

ajanTaiuo 0a30BOro Habopa Mep 3aluThl HHPOPMAIIMU TPUMEHUTENBHO K CTPYK-
TypHO-(YHKIIMOHATBHBIM XapaKTEPUCTUKAM WH(OPMAITMOHHONW CHUCTEMBbI, HH(POpPMAIIH-
OHHBIM TEXHOJIOTHUSM, OCOOCHHOCTSM (DYHKIIMOHUPOBAHUS WH(DOPMAITMOHHON CHCTEMBI
(B TOM 4mCIEe MPeayCMaTPUBAIONIYIO UCKITIOUeHHUE U3 6a30BOr0 Habopa Mep 3aluThl WH-

dbopmaiuu Mep, HEMOCPEACTBEHHO CBA3aHHBIX ¢ MHPOPMAIIMOHHBIMU TEXHOJOTUSIMU, HE
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UCIIOJIb3yeMbIMU B WH(GOPMAIIMOHHON CHCTEME, WIH CTPYKTYPHO-(YHKIIMOHAIBHBIMU
XapaKTePUCTUKAMH, HE CBOMCTBEHHBIMHU HH(DOPMAIIMOHHOW CUCTEME);

YTOYHEHHWE aJanTUPOBAHHOTO 0a30BOT0 HAOOpa Mep 3alIUThl MHOOPMAITUHU C YIETOM
HE BBIOpAHHBIX paHee Mep 3aluThl HHOpMaIuu, npuBeaeHHBIX B [Ipunoxenun Ne 1
HACTOSIIEMY JOKYMEHTY, B PE3YJIbTATE YEr0 OMPEACIISIOTCS MEPHI 3aIUThI HHPOPMAIIUH,
obecrieunBaroNre OJOKUPOBaHHUE (HEHTpaU3alldio) BCeX yrpo3 Oe3ornacHocTh UHGOP-
MalliH, BKJIIFOYEHHBIX B MoJiens yrpo3 6e30macHocTy nHpOopMaIiiy;

JIOTIOJIHEHUE YTOYHEHHOTO aJalTUpOBaHHOTO 0a30Boro Habopa Mep 3alluThl WH-
dbopMmaruu MepaMu, 0OSCIICUNBAIOIIMMHI BHITIOJTHEHHE TpeOOoBaHUl O 3amuTe uHpOopMa-
IIUH, YCTAaHOBJICHHBIMA WHBIMA HOPMAaTUBHBIMH NPABOBBIMU aKTaMH B O0JACTH 3aIHUTHI
uH(OpMAaIH, B TOM YUCJI€ B 00JIACTH 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

[Ipn HEBO3MOXKHOCTH peaym3anuu B WH(OOPMAITMOHHONW CHUCTEME B paMKax €¢ CH-
CTEMBI 3aIUTHl HH()OPMAIIUK OTACTHHBIX BRIOPAHHBIX MEp 3aIlUThl HH(POpPMAIK HA JTa-
max ajanranuya 6a30BOro Habopa Mep 3amuThl HHPOPMAIIUK WM YTOUYHECHUS aTanTHPO-
BaHHOTO 0a30BOro HabOopa Mep 3aIuThl WHPOPMAIMH MOTYT pa3padaThIBAThCS HHBIC
(KOMIIEHCUPYIOIIKE) MEPHI 3alTUThI HHPOPMAINH, 0OSCTICYNBAIOIITUE aJIEKBATHOE OJIOKHU-

poBaHue (HEUTpanu3aIuio) yrpo3 0€30nacHOCTH HHPOpMAITUH.

B sToM ciiydae B xojie pa3pabOTKu CHCTEMBI 3allUThl HHMOpMau uHbOpMaIlu-
OHHOM CHUCTEMBI JI0JKHO OBITh MPOBEAECHO 0OOCHOBAHNUE MPUMEHEHUS KOMIIEHCUPYIOIINX
Mep 3aluThl WH(OpPMALUKM, a TPU aTTECTAllMOHHBIX MCIBITAHUSX OLIEHEHa J10CTaTOY-
HOCTh U aJIeKBATHOCTh JJAHHBIX KOMIICHCUPYIOLIUX Mep i OJOKUpOBaHMs (HeUTpaIu3a-

[IMU) yTpo3 0€30MacHOCTH UH(OPMAIIUH.
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Kontpoas 3¢ppextuBHocTH cuctembl 3amuuthl UCIIAn I'BOY BIIO
NBI'MA Munszapasa Poccuu

Kontpons s¢dexruBnoctu C3I1/IH momKeH ocylIecTBIsSETCS HA TEPUOAUYECKOM
ocHoBe. Llenbto KOHTPOoIIst 3HPEKTUBHOCTH SIBISIETCSI CBOEBPEMEHHOE BBISIBIIEHUE HEHAI-
aexamux pexxumoB padotel C3IIIH (oTKIIOUEHHE CPEACTB 3alIUThl, HAPYLIEHUE PEXKU-
MOB 3alUThl, HECAHKIINOHUPOBAHHOE U3MEHEHHE PEKMMA 3aAILUTHI U T.I1.), @ TaK POTHO-
3UpPOBAHME U IIPEBEHTUBHOE pearnpoBaHKe Ha HOBbIE YIpo3bl OezonacHocTH T1/1H.

KoHTpone MoxkeT mpoBoAuThCS Kak AnMuHucTpaTopoM OesomacHoctu WCIIIH
(omepaTUBHBIN KOHTPOJIb B Tiporiecce mHbopmarmonnoro B3aumosericteust B UCIIH),
TaKk W MPUBJIEKAEMBIMU [JI1 3TOM LEJIM KOMIETEHTHBIMU OpPraHU3alUsMHA, UMEIOIIUMU
JMIIEH3UIO Ha 3TOT BUJ AearenbHocTH, a Takke DCTIK Poccun u ®Ch Poccuu B npe-
Jenax X KOMIETEHINH.

KOHTpob MOXKET OCYIIECTBISTBCS AJIMUHUCTPATOPOM O€30MacHOCTH KakK C TO-
MOUIBIO IITATHBIX CPEACTB CUCTEMBI 3aIUThI [1/]H, Tak 1 ¢ TOMOIIBIO CIIEUATBHBIX MPO-
I'PaMMHBIX CPEJICTB KOHTPOJIS.

Onenka 3¢ dextuBHOCTH Mep 3ammThl [1/[H MpOBOIUTCS C MCIOIB30BAaHUEM TEX-
HAYECKUX WU MPOTPAMMHBIX CPEACTB KOHTPOJISI HA MPEAMET COOTBETCTBUS YCTAHOBIIEH-

HBIM TPEOOBAHUSIM.

37



Cdepbl oTBeTCTBEHHOCTH 32 Oe3onmacHocTh I/ H

OTBETCTBEHHBIM 3a pa3padOTKy Mep U KOHTPOJIb HaJ o0ecriedyeHueM 0e301acHOCTH
nepcoHanbHbIX 1aHHbIX sABisieTcs pektop [ bOY BIIO MBI'MA Munsnpasa Poccun. Pek-
TOp MOJKET JAEJIErMpoBaTh YacTh MOJHOMOYMU MO OOecreyeHUo Oe30MacCHOCTU MEepCo-
HaJIbHBIX TAHHBIX.

Cdepa OTBETCTBEHHOCTH PEKTOPA BKIIIOYAET CIEAYIONINE HAPaBICHUS OOecrede-
Hus 6e3omacHoctH I1/H:

IUTAaHUPOBAHUE U pealin3alius Mep no obdecrneueHuto 6ezonacuoctu [1]1H;

aHanm3 yrpo3 6e3omacuoctu [1/1H;

pa3paboTKy, BHEAPECHHUE, KOHTPOJIb UCIOJHEHUS U TOJIEP)KaHHE B aKTyaJbHOM
COCTOSIHWM TIOJIUTHUK, PYKOBOJICTB, KOHUEMIMHN, MPOLUEAYDP, PErJIaMEHTOB, HHCTPYKIIUN U
JPYTUX OPraHU3allMOHHBIX IOKYMEHTOB 10 00eCIeYeHHI0 O€30MacHOCTH;

KoHTpoJb 3amuieHHoctu UT undpactpykrypst oT yrpo3 Ub nytewm;

oOyuenue u nnpopmuposanue nonszopareneit UCII/IH, o nopsiake padorsl ¢ [1/1x
Y CPEJICTBAMM 3AILNTHI;

Ipe0TBpalleHNEe, BbISIBIEHUE, pEaripOBaHUE M PacCieloBaHUE HapylleHUu Oe3-
onacHoctu [1/1H.

[Ipu B3aUMOAEHCTBUM CO CTOPOHHMMU OpraHU3alUsMH B CIIydasix, KOrJa COTpYA-
HUKAM ATHX OpPraHu3alliid MPeJoCTABISIETCS JOCTYI K 00OBbEKTaM 3amuThl (pasaen 3), ¢
ATUMHU OPraHU3aLUUsAMU JOJDKHO OBITh 3aKito4eHOo «CorjameHue o KOH(UIEeHIUaIbHO-
cTh», Moo «Cornamienue o coomoaeHn: pexkuma 6ezonacHoctu [1J[H mpu BeIMOTHEHUU

pa6ot B UCITdn».
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Moneab HapymuTesisi 6€30MacCHOCTH

[Tox napymmrenem B 'BOY BIIO UBI'MA Mun3npasa Poccun noHumMaercs Juuo,
KOTOpPOE€ B PE3YJbTAaTE YMBIIIJICHHBIX WIM HEYMBIIUICHHBIX JAECHCTBUA MOXKET HAHECTH
yiiep0O 00bEKTaM 3alUTHhI.

Hapymurenun noapaznenstorcs no npusHaky npuHamgiexHoctd k MCII/H. Bcee
HapYyUIUTENH JIETATCS Ha IBE TPYIIIbL:

- BHEIIHUE HApYIIUTENU — (PU3NYECKHUE JIMIlA, HE UMEIOIIUE MpaBa NMpeObIBaHUS

Ha TEPPUTOPUU KOHTPOJUPYEMOW 30HBI, B MpElesiaX KOTOPOMl pa3zMelaeTcs
ob6opynoBanue UCII/IH;

- BHYTPEHHHUE HApPYyIIUTEIN — (PU3UYECKUE JUIA, UMEIOIINE TPaBO MPeObIBAaHUS

Ha TEPPUTOPUH KOHTPOJIUPYEMOW 30HBI, B MpEIENax KOTOPOW pa3MeNacTCs
o6opynoanue UCII/H.

Knaccudukanusa HapymuTeneil mpencraBieHa B Mojaend yrpo3 W HapylIuTess
0€30MacHOCTH MEePCOHANIBHBIX JIAHHBIX MPU WX 00paboTke B MH(POPMALIMOHHON CHCTEME

I'bOVY BITO UBI'MA Munzapasa Poccun.
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Mopaedb yrpo3 0e30macHOCTH

Hunst UCIIJu TBOY BIIO UBI'MA Munsmpasa Poccun aKTyaJdbHBIMH YIpO3aMH Oe3-

OIMAaCHOCTHU MNCPCOHAJIBHBIX JAHHBIX SABJIAKOTCH:

HECAaHKIIMOHUPOBAHHOE O3HAKOMJICHHE C 3alluiiaeMon nHpopMaiuei, 0Too-
pakaeMol Ha BUACOMOHHUTOPE;

HapyIICHUE [IEJIOCTHOCTH (PAiJIOB ONepaniuoOHHON CUCTEMBI;

JIOCTYI K OCTATOYHOW MH(POPMAIIUK HA MATHUTHBIX HOCUTEIISX;

TIEHUCTBUS BPEIOHOCHBIX MTPOTPaMM;

HelnpeaHaMepeHHas Mojaudukanus (yHUYTOKEHHE) HWHPOpMalMu pabOTHU-
KaMH,

yrpo3sl Tumna «OTka3 B 00CTy>KUBAaHUI;

YTIPO3bl BHCAPCHUA 110 CCTHU BPCAOHOCHBIX ITPOTpaMM

Onucanue yrpos, BEpOsITHOCTh X PEAIM3alMK, ONAaCHOCTh U aKTyaJbHOCTb IMpEI-

CTaBJIeHbl B MoJiesii yrpo3 ¥ HApYIIUTEINs] 0€30MaCHOCTH MEPCOHANIBHBIX JAHHBIX MIPU UX

o0paboTke B nHGOpMaIMOHHOM cucteMe I'bOY BIIO UBI'MA Munsapasa Poccun.
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Moab3oBaresn UCIIn

[Tonb3oBarenem UCII[H sBisercs nuuo, ydacTtByrouiee B (YyHKIMOHUPOBAHUU
UH(POPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JTAHHBIX UJIM WCIOJIB3YIOIIee PEe3yIbTaThl €€
¢bynkunonuposanus. [lons3zoBarenem UCIIAn sBnsercs moboit cotpyanuk ['bOY BITO
NBI'MA Munznpasa Poccun, nmeronmi goctyn k MUCII/In u ee pecypcam B COOTBET-
CTBUM C YCTAHOBJIEHHBIM IIOPSIIKOM, B COOTBETCTBUHU C €0 (DYHKLIMOHAJIBHBIMU 00s3aH-
HOCTSIMH.

B UCIIux I'bOY BIIO MB['MA Mun3snpasa Poccun MOKHO BBIACIHTH CIEAYIO-
IIM€ IPYyNIbl I0JIb30BaTENEH, YHaCTBYIOIUX B 00paboTke n XxpaHeHuu [1/1x:

Anmvunauctparopa UCII/IH;

AnmunucTpaTopa 6€30MacHOCTH;

Omneparopa UCII/H;

AJIMHHHUCTpaTOpa CETH;

TexHnuecKoro crenuanucTa no 00CIyKMBaHUIO nepudepuitHoro o00py0BaHuUs;

[Tporpammucra-paszpadorurika UCII/H.

JlaHHble O rpymnmax Mojb3oBaTeiell, ypoBHE UX JOCTyNa U MHPOPMUPOBAHHOCTU
JOJKHBI OBITh OTpaxkeHsbl B [lof0keHnH 0 pa3rpaHUYEHUN MpaB A0CTyna K 00pabaThiBa-

CMbIM IICPCOHAIIbHBIM JAHHBIM.

Aamunuctparop UCII/In
Anmunuctpatop UCIIIH, cotpynauk ['6OY BIIO MUBI'MA Munsapasa Poccun,

OTBETCTBEHHBIN 3a HACTPOWKY, BHenpeHue u conpoBoxaeHue MCIIJIn. OGecneunBaer
GbyHKIIMOHUPOBaHKE MOACUCTeMBbI yrpasienus noctynoM VUCII/IH u ynomHoMoueH ocy-
HIECTBIIATHh MPEIOCTABICHUE U Pa3rpPaHUYCHUE JOCTyIa KOHEUHOro moJibzoBatens (Orme-
patopa UCIIJIH) k anemeHTam, XpaHsAIIMM NEPCOHATbHBIE JaHHBIE.
Anmvunauctpatop UCII/IH obnanaer cieayomuM YpOBHEM JI0CTyTA U 3HAHUMH:
oOnamaeT MoNHOW WHGOPMAIMEH O CHUCTEMHOM W TPUKIAHOM MPOrPAMMHOM
ob6ecnieuernnu UCIIH;

oOnamaeT MoJHOM WHGpOpMAIUMEl O TEXHUYECKUX CPEACTBaX M KOHUTYpaluu

WUCTIk;
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MMeeT JIOCTYI KO BCEM TEXHUYECKUM CpencTBaM o0paboTku uH(OpMaIuy U JAaH-
HbiM UCITIH;
oOnamaeT mpaBaMu KOH(PUTYPUPOBAHUS M aIMUHUCTPATHBHOW HACTPOWKH TEXHU-

yeckux cpenacts UCII/IH.

AIMHHHCTPATOP 0€30MACHOCTH

Anmunuctpatop Oe3omacHoctd, cotpyaHuk ['bBOY BIIO MBI'MA Mun3apasa
Poccuu, orBercTBeHHbI 3a ¢dyHkunonupoBanue C3IIJIH, Bkitoyash oOCIIyXHMBaHUE U
HaCTPOMKY aIMUHHUCTPATUBHOM, CEPBEPHOU U KJIMEHTCKOM KOMITOHEHT.

AnmuHuCcTpaTOp 0€30macHOCTH 00JIafjaeT CIEIyIOIIMM YPOBHEM JIOCTyIa M 3Ha-
HUM:

obnanaet npaBamu Anmunuctpatopa UCII/IH;

obmanaet moaHoM nHpopmarmen 06 MCII/IH;

MMeEET JOCTYI K CPEeICTBAM 3alUThl HHPOPMALIUKA U TPOTOKOJIMPOBAHUS U K YaCTH
KiIroueBbIX djeMeHToB UCIIIH;

HE MMEET IpaB JA0CTyNna K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 3a HC-
KJIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX ).

AnMuHuCTpaTOp 6€30MaCHOCTH YIOJHOMOYEH:

peann30BbIBaTh MOJIUTHKU Oe3omacHOCTH B yacTu HacTpoiikun CK3U, mexceTeBbIxX
HKPAHOB M CHCTEM OOHApYy>KEHHsI aTak, B COOTBETCTBHUM C KOTOPBIMU IIOJIb30BATEIb
(Onepatop UCII/IH) moayyaeT BO3MOKHOCTB padboTtath ¢ anemeHTamu UCII/IH;

OCYILECTBIISITh AyIUT CPEJICTB 3aLLUTHI;

YCTaHABJIMBATh JIOBEPUTEIIbHBIC OTHOIIEHUS CBOEH 3aIMIIEHHOW CETH C CETAMH

JOPYTUX YUPEKIACHUN.

Omnepatop UCIIIn
Oneparop UCII/JH, corpyanuk ['6OY BIIO UBI'MA Mun3agpaBa Poccuu, ocy-

niecTBistton it 00padotky [1/In. O6padotka I1/lH BKIrOYaeT: BO3MOXKHOCTH MPOCMOTPA

[11n, pyuno#t BBox I1/In B cucremy UCIIJIH, dopMupoBanue crpaBoK U OTYETOB TIO
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unpopmaruu, nomydennor uz UCIIJl. Oneparop HE MMEET MOJIHOMOYMIA JIJIsi YIIpaBJie-
HUs nogcucteMamu o0padotku nanubix U C3I1/1H.

Omnepatop UCII/IH obmagaeT cieayronuM YpOBHEM JI0CTya U 3HAHUH:

oOnazgaeT BCeMU HEOOXOIMMBIMU aTpuOyTaMu (Hampumep, mapojieM), odecnequ-
BAIOLIMMU JOCTYI K HEKOTOPOMY ITOAMHOxkeCTBY [1/[H;

paciojaract KOH(I)I/I,ZIGHHI/I&HI)HBIMI/I HJaHHbIMH, K KOTOPBIM UMECT JOCTYII.

AJIMHHHMCTPATOP CeTH

Anmunuctpatop cetu, corpynHuk ['6OY BIIO MBI'MA Munsnpasa Poccun, oT-
BETCTBEHHBIA 3a (YHKIIMOHHPOBAHUE TeNeKOMMYHHUKAIMOHHOW monacuctembl WCII/IH.
AJIMUHUCTPATOP CETH HE UMEET MOJHOMOYMIA Ui yIpaBlICHUs NOJICUCTEMaMH 00padoT-
KU JJAHHBIX U OE€30MaCHOCTH.

AJIMUHHCTpATOp CETH 00JIaIaeT CIEAYIOIUM YPOBHEM JOCTYIIA U 3HAHUMA:

o0nafaeT 4yacTbi0 MHPOPMALIMK O CUCTEMHOM U MPUKIATHOM MPOrpaMMHOM obec-
neuenun UCII/IH;

o0yaaeT 4acTeio MH(OPMALIMK O TEXHUUYECKHUX CpeAcTBax U KoH¢urypauuu NC-
JUILH

uMeeT PU3NYECKU JOCTYN K TEXHUUECKUM CpeACcTBaM 00pabOTKK MHPOpMALIUK U
CPEIICTBAM 3allIHTHI;

3HAET, 10 MEHbIICH MCPE, OAHO JICTAJIbHOC UM JOCTYIIA.

TexHn4YecKuil crienuaIucT Mo 00Cay;KMBaHUI0 eprdepuiiHOro 000py10BaHUA

Texauueckuil crienuanuct no odciaykuBanuio, cotpyaauk ['bOY BIIO UBI'MA
Munsapasa Poccun, ocyuiecTBiser 00CIyKUBaHUE U HACTPOWKY nepudepuitHoro 06o-
pynoBauust UCII/In. Texuuueckuit cenuanucT mo 00CIyKUBaHUIO HE UMEET JOCTyIa K
[1/1H, HE UMeeT MOTHOMOYMI AJid yIpaBJieHUs MojJAcUcTeMaMi 00pabOTKU JaHHBIX U 0€3-
OIAaCHOCTH.

TexHuyeckuil crnenuaiucT Mo OOCIy)KMBAaHHUIO OOJIaJaeT CIEAYIOUIMM YPOBHEM

JIOCTYyIIa U 3HAHUM:
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oOnagaeT 4acThio MHPOPMAIIUA O CUCTEMHOM U MPUKIAJTHOM MPOTPAMMHOM 0O0ec-
neuenuu UCII/IH;

o0ranaeT 4acTeio HH(OPMALIUK O TEXHHUYECKUX CpelcTBax u KoHburypammuu NC-
IT1H;

3HaAcCT, 110 MECHBIIICH MCPC, OAHO JICTAJIbHOC MM OOCTYIIA.

IIporpammucrt-pazpadorunk UCII/In

[IporpamMmucTbI-pa3pabOTUMK  (MOCTABUIMKH) MPUKIATHOTO MPOTPAMMHOTO
oOecrnieueHusi, 00eCIEUNBAIOIINE €r0 COMPOBOXKACHHWE Ha 3amuiiaeMoM oobekre. K
JJAaHHOM TPYIIE MOTYT OTHOCUTBHCS KaK COTpyIHHKH ['BOY BIIO MBMA Munsnpasa Poc-
cun, TaK U COTPYJTHUKU CTOPOHHUX OPTaHU3ALIHM.

JIn1o 3TOM KaTeropuu:

obOnamaeT wHpOpMaNUe 00 aNropuTMax M mporpammax oOpaboTku HHGOPMAIHH
Ha UCII/IH;

o0naaeT BO3MOYKHOCTSIMU BHECEHUS OLIMOOK, HEAEKJIAPHUPOBAHHBIX BO3MOYHO-
CTell, MPOrpaMMHBIX 3aKJIaJI0OK, BPEJIOHOCHBIX MPOTPaMM B MPOrpaMMHOE OOecIieueHue
NCTI/In Ha ctaguu ee pa3paOOTKH, BHEPEHUS U COMTPOBOKICHHUS;

MOKET pacronarath Jo0biMu (hparmeHTamu uHdopmaiuu o tononorud UCIIx u

TEXHUUYECKUX cpeacTBax 00padotku u 3amuThl [11H, oOpadbateiBaembix B UCII/IH.
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TpeOoBaHus K nmepcoHay 1o odecnevyeHuro 3amuThl [1/1x
Bcee cotpynnuku 'BOY BITIO UBI'MA Munsapasa Poccuu, sBistommecs nojib30-

BarensimMu MCII/IH, 1OJKHBI YETKO 3HaTh U CTPOTO BBIIOJIHATh YCTAHOBJICHHBIE PABUIIA
U 00S3aHHOCTH IO JIOCTYIY K 3aIMIIAEMbIM OOBEKTaM U COONIOACHUIO MPUHATOIO pe-
kuMma 0e3omacHocT [1]1H.

[Tpu BcTymieHUM B AOKHOCTh HOBOTO COTPYAHHMKA HEMOCPEACTBEHHBIM Havallb-
HUK MOJpa3/eleHHs], B KOTOPOE OH MOCTYIMAET, 0053aH OPraHu30BaTh €r0 O3HAKOMIICHUE
C JOJDKHOCTHOW MHCTPYKLHMEH W HEOOXOJUMBIMH JOKYMEHTaMH, PErIaMEHTHPYIOLIUMU
TpeboBanus no 3ammure [1J[H, a Takke oOyueHrHe HaBbIKaAM BBINIOJHEHUS MPOIEayp, He-
00XOAMMBIX JIJIsl CAHKITMOHUPOBAaHHOTO ucnoJib3oBanus MCIIJIH.

CoTpyIHUK JOJKEH OBITh O3HAKOMJIEH CO CBeIeHUsMU Hactosimen [lomuTtukw,
NpUHATHIX pouenyp padotsl ¢ anemerntamu MCII/Ix u C3I11H.

Corpynnauku ['bOY BIIO MBI'MA Mun3apasa Poccun, uenosb3yronme TeXHUYe-
CKHME CpEJCTBa ayTeHTU(DUKAIUU, JOJKHBI 00ECIeUnBaTh COXPAHHOCTh UJICHTHU(HUKATO-
poB u He nomyckath HCJI k HMM, a Tak ke BO3MOXHOCTh UX YTE€PHU UIIU HUCIIOIb30BAHUS
TpeTbuMU JulamMu. llomp30BaTenn HeCyT NEPCOHAJIBHYKO OTBETCTBEHHOCTh 332 COXpaH-
HOCTb HJIEHTU(DUKATOPOB.

Corpynauku ['6OY BIIO UBI'MA Mun3apasa Poccrun TOIKHBI ClIe10BaTh yCTa-
HOBJICHHBIM IpOLIeIypaM MoAaepx aHus pexxkuma OezonacHoctu [1J[H npu BeiOOpe U Hc-
N0JIb30BaHUU TAposiel (eciau He HCMONIb3YIOTCS TEXHUYECKHE CPEICTBA ayTeHTHU(HUKa-
1UN).

Corpynauku ['bOY BIIO MBI'MA MunszapaBa Poccun nomkHbl obecrieunBaTh
HaJJISKAIIYI0 3alllUTy 00OpYAOBaHUSA, OCTaBIIEMOr0o O3 MPUCMOTpPa, OCOOEHHO B TEX
cllydasiX, KOrja B MOMEIIEHUE MMEIOT JOCTYN MOCTOpPOHHHME nula. Bce monb3oBarenu
JIOJDKHBI 3HAaTh TpeboBanus no Oe3omacHoctu [IJIH 1 mpomemypsl 3amuThl 000pyI0Ba-
HUS, OCTaBJIEHHOTO 0€3 MPUCMOTPA, a TAK)KE CBOM OOSI3aHHOCTHU MO 00ECIEUECHUIO TaKOU

3aIlUTEL.
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CoTpyaHUKaM 3ampeniaeTcss yCTaHaBIUBAaTh MOCTOPOHHEE MPOTpaMMHOE oOecIie-
YeHHue, MOAKIIYaTh JUYHbIE MOOUIILHBIE YCTPONCTBA M HOCUTENM MH(MOpPMAIUU, a TaK
K€ 3alMChIBATh HA HUX 3alUIIAEMyI0 HH(POPMAITHUIO.

CoTpynHHMKaM 3ampeliaercsl pasriamarh 3aluiaeMyo uHGOpMaIMi, KoTopas
CTaJla UM U3BeCTHA IpH pabore ¢ undopmarmonHsiMu cuctemamu ['bOY BITIO UB'MA
Mun3gpaBa Poccun, TpeTbUM JIALIAM.

[Tpu padote ¢ [1/1n 8 UCIIdu cotpyanuku 'BOY BIIO UBI'MA Munzapasa Poc-
cuu 00s13aHbl 00€CTIEYUTh OTCYTCTBUE BO3MOXKHOCTH ITpocMmoTtpa [1J[H TpeTbumu autamu
¢ MOHUTOPOB APM miin TepMHUHATIOB.

[Ipu 3aBepuiennn padoTel ¢ MCIIJIH coTpyaHuku oOs3aHbl 3aUTUTh APM wim
TEPMUHAJIBI C TIOMOIIBIO OJIOKMPOBKH KIIFOUOM UJTM SKBUBAJIECHTHOTO CPEJICTBA KOHTPOJIS,
HarpuMep, JOCTYIOM I10 MapoJIi0, €CIM HE UCIOJIB3YIOTCS 00Jiee CUIIbHBIE CPEJICTBA 3a-
LIUTHI.

Cotpyanuku I'BOY BITIO MUBI'MA Munsapasa Poccuun 10mkHbI OBITE TPOUHGOP-
MHUpOBaHbI 00 yrpo3ax HapyieHus pexxuma OezornacHocTd [1/[H U oTBeTCTBEHHOCTH 32
ero HapymieHue. OHU JOKHBI OBITh O3HAKOMIICHBI C YTBEPKICHHOW (hOpMaIBLHOM Mpo-
HEypOor HAJOKEHUS TUCITUTIIMHAPHBIX B3BICKAHUIM Ha COTPYIHHUKOB, KOTOPhIE HAPYIIIU-
JIM TIPUHSTHIE TIOJIUTUKY U TIpouieypbl 6e3omacuoctu [1/1H.

CoTpynHuUKH 00s3aHBI 0€3 MPOMEJICHUsT cOo00IaTh 000 BCeX HAOIIOJAEMbIX WIIH
noo3puTeNbHbIX ciaydasx pabotelt UCII/IH, koTOpble MOTYT TOBJIEYH 32 COOOW Yrpo3bl
oe3onacHoctu [1J[H, a Tak)ke O BBIABICHHBIX UMHU COOBITUSIX, 3aTparuBaromux Oe3omnac-
HoCTb [I/IH, pyKOBOACTBY MOJIpa3ieiICHHs U JIUILY, OTBEYAIOIIEMY 3a HEMEIJIEHHOE pea-

TUpOBaHUe Ha yrpo3sl Oe3onacHoctu [1/1H.
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JloskHOCTHBIE 00s13aHHOCTH noJib3oBaresied UCI/In

JloiokHOCTHBIE 00s13aHHOCTH ToJib3oBaTenelt CIIH omucansl B ClIEyOMUX J0-
KYMEHTAaX:

Nuctpykius Anmunuctpatopa 6e3omnacHocta UCII/IH;

Nuctpykuus nons3oarens UCII/IH;

HNHCTpyKLMS 1T0IB30BATENIS IPU BOSHUKHOBEHUHU BHEIITATHBIX CUTYAIIUH;

JI0JDKHOCTHASI HHCTPYKIIMSI OTBETCTBEHHOT'O 3a OpraHU3aIuio o0pabOTKH 3alyIIa-

eMOi HH(pOpMaLIUH.
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OtBercTBeHHOCTH coTpyaHukoB UCIIAn I'BOY BI1IO UBI'MA
Munsapasa Poccun

B cootBerctBHM co cT. 24 ®DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27
utosst 2006 r. Ne 152-®3 «O nepcoHanbHBIX JAaHHBIX» JUIA, BAHOBHBIE B HapyLICHHUH
TpeboBanuii JaHHOro MdenepanbHOrO 3aKOHA, HECYT IPaXXIaHCKYIO, YTOJIOBHYIO, aIMH-
HUCTPATUBHYIO, JUCLHUIUIMHAPHYIO U UHYIO IIPELYCMOTPEHHYIO 3aKOHOAATEIbCTBOM Poc-
curickor denepanuu OTBETCTBEHHOCTD.

JleficTBytoniee 3aKOHOAATENbCTBO P® mo3BoJsieT MpeAbsBIsATh TPEOOBAHUS IO
obecrnieueHnto 6e30macHoil paboThl C 3amuiiaeMol HHPOpMAaIe U mpeaycMaTpUBaeT
OTBETCTBEHHOCTh 32 HAPYIIIEHUE YCTAHOBJICHHBIX MpaBui dKcIiuTyarauun OBM u cucrewm,
HENPaBOMEPHBIN J0CTyN K MH(GOPMaLUH, €CIH 3TH JCHCTBUS MPUBEIU K YHUUTOKECHHUIO,
OJOKUPOBaHUIO, MOAU(PHUKAIIMN WHDOPMALIUK WM HapyIIeHUI0 pabotel DBM unm ceteit
(cratbu 272,273 n 274 YK PO).

Anmunuctpatop UCIIJlH u AaMuHuctpaTop 0€30MaCHOCTH HECYT OTBETCTBEH-
HOCTb 34 BCE JICHCTBHUS, COBEPIICHHBIC OT UMEHHM MX YYETHBIX 3alMCEH WM CHCTEMHBIX
YUETHBIX 3allMCel, €clu He J0Ka3aH (PAKT HECAHKIIMOHMPOBAHHOTO HCIIOIb30BAHMS
YYETHBIX 3aIIUCEN.

[Ipn Hapymenusx corpyanukamu ['bOY BIIO MBI'MA Munszapasa Poccun —
nosib3oBaTessimu UCITJH npaBui, cBs3aHHbIX ¢ Oe3omacHocThio [1/[H, OHM HECyT OTBET-
CTBEHHOCTb, YCTAHOBIICHHYIO JAEHUCTBYIOIIUM 3aKOHOAATeNbCTBOM Poccuiickoin denepa-
1007078

[IpuBenenHble BhIlIE TPeOOBaHUS HOPMATHUBHBIX JTOKYMEHTOB IO 3aluTe UH)OP-
MaluU JTOJKHBI ObITh OTpakeHbl B [loJ0jkeHHH MO OpraHu3aluu U MPOBEACHHUIO padboT
0 3aIuTe HH(OPMaLUU KOH(UICHIMAIBHOTO XapakTepa U JOKHOCTHBIX HHCTPYKIIUAX
corpynuukoB 'BOY BIIO UBI'MA Munsnpasa Poccun.

Heo0Oxonumo BHecTH B Iloy105k€HUS IO OpraHu3aluy U OIpOBEAEHHUIO paboT 1o 3a-
muTe nHGOpMauu KOHPUACHIIMAIBHOIO XapaKkTepa, CBeIeHUs 00 OTBETCTBEHHOCTH PY-
koBoaurenierd u corpynankoB ['bOY BIIO UBI'MA Munsapasa Poccuu 3a pa3riaiieHue
Y HECAHKITMOHUPOBAaHHYIO Moupukaiuio (uckaxenue, panscuduranuro) [1/1H, a Takxke

3a HENPABOMEPHOE BMEIIATEIBCTBO B IIPOLECCHI UX aBTOMATU3UPOBAHHON 00PaOOTKH.
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CnucoK UCN0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTUBHO-TIPABOBBIMU U METOJMYECKUMH JOKYMEHTAMH, Ha KOTO-
pbix Oazupyercs HacTosuee [lonoxenue, ABASIOTCS:

1. ®enepanpubiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX»
(B pen. @enepanbbix 3aKk0HOB OT 25.11.2009 Ne 266-D3, ot 27.12.2009 Ne 363-D3, ot
28.06.2010 Ne 123-®3, ot 27.07.2010 Ne 204-®3, ot 27.07.2010 Ne 227-®3, ot
29.11.2010 Ne 313-@3, ot 04.06.2011 Ne 123-®3, ot 25.07.2011 Ne 261-d3), ycranas-
JMBAIOIIN OCHOBHBIE IPUHIIUIIBI M YCI0BUsA 00pabotku [1/]H, mpaBa, 00s13aHHOCTH U OT-
BETCTBEHHOCTb YYaCTHUKOB OTHOIIEHUM, CBSI3aHHBIX ¢ 00padoTkoi [1/]H.

2. [loctanosnenue I[paButensctBa PO ot 01.11.2012 Ne 1119 «O06 yrBepxkaeHun
TpeOOBaHMIA K 3aIUTE MEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKe B MH(POPMAITMOHHBIX
CUCTEMAaX MMEPCOHAIBHBIX TAHHBIX)

3. «Illopsaok mpoBeneHust Kiaccuukanuu HHPOPMAMOHHBIX CUCTEM NEPCOHATb-
HBIX JAaHHBIX», yTBepkKACHHbIN coBMeCTHBIM [Ipukazom OCTIK Poccum Ne 55, ®CbH
Poccun Ne 86 u Munundopmcepsizu PO No 20 ot 13.02.2008 r. (3apeructpupoBan Mu-
HiocToM Poccuu 3 anpenst 2008 roaa, peructpannoHHbiii Ne 11462).

4. «ITonoxenne 06 0cOOEHHOCTSAX 00PaOOTKM NMEPCOHATIBHBIX JAHHBIX, OCYILECTB-
JsieMOoil 6e3 UCIOJIb30BaHUs CPEACTB aBTOMATHU3ALMNY, YTBEpkAeHHOe [locTaHOBIEHHEM
[IpaButenbcTBa PO ot 15.09.2008 1. Ne 687.

5. «TpebGoBaHusl K MaTepuUaIbHbIM HOCUTENSIM OHMOMETPUUYECKUX MEPCOHAIBHBIX
JAHHBIX U TEXHOJIOTHSM XPAHEHHS TAKUX JAHHBIX BHE MH(OPMALIMOHHBIX CUCTEM IEPCO-
HaJIbHBIX JaHHBIX», yTBepKaeHHbIE [locTanoBieHueM IIpaBurenscta PO ot 06.07.2008
r. Ne 512.

6. bazoBast MojieNb yTpo3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboT-
K€ B MH(QOPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JAHHBIX, YTB. 3aM. aupekropa PCTIOK
Poccun 15.02.08 r. (JICIT).

7. MeTonuka onpeneneHus: akTyallbHbIX yTpo3 0€30MacHOCTH NEePCOHANbHBIX J1aH-

HBIX IIpH HX 06pa6OTKC B I/IH(bOpMaHI/IOHHLIX CUCTCMAX IICPCOHAIBHBIX OTAaHHBIX, YTB.

3am. gupexropa ®CTIK Poccum 15.02.08 r. (IACII).
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8. Ilpukaz ®CTIK Poccun Ne 17 ot 11 deBpans 2013 rona «O0 yTBepKIACHUH
TpeOOBaHWI O 3ammTe WHPOPMAIMK, HE COCTABIISIFOIICH TOCYIapCTBEHHYIO TaiHY, CO-
JIEpIKaIEncss B TOCYTapCTBEHHBIX MH(GOPMAIIMOHHBIX CHCTEMax» (3aperucTpUpOBAHHBIN

Mumnroct Poccun, per. Ne 28608 ot 31 mas 2013 rona).
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NMPUNOXEHMUE 1

K [lomuTnke nungopmanuoHHOM

0€30MACHOCTH

Ta6auna 1 COCTAB TPEBOBAHWM, BBIIIOJTHEHUE KOTOPBIX
HEOBXOJNMO JIAA OBECIHHEYEHUA COOTBETCTBYIOHIEI'O YPOBHSA
SAIMUIEHHOCTU UHO®OPMAIIMOHHON CUCTEMBbI

Ne
1/

TpeboBanus k ypoBHto 3amuiieHHocty [1/1x

YpoBeHb 3alUIIEHHOCTH
II1u

¥3-4| V3-3| ¥3-2| V3-1

—

Opranuzanus pexxuma obecriedeHus 0e30MacCHOCTH IOMELICHUH, B
KOTOPBIX pa3MmeleHa HH(OpMaIMoHHasi CHCTEMa, MPEMsTCTBYIOLIETO
BO3MOXXHOCTH HEKOHTPOJUPYEMOI'0 IMPOHUKHOBEHUS WM MpeObiBa-
HUS B 9TUX IIOMEILECHMX JIUL, HE UMEIOIUX IIpaBa A0CTyIa B 3TH I10-
MEIIEHUS

- + - +

OOecnieuenne COXpPAaHHOCTH HOcHUTeNeH INCPCOHAJIBHBIX JaHHBIX

YTBepxkAeHHE PYKOBOIUTEIEM OIEepaTopa JOKYMEHTA, OINpPEIEIsiio-
IIETO MepPeyYeHb JIUII, TOCTYI KOTOPHIX K MEPCOHATBHBIM JaHHBIM, 00-
pabarbiBaeMbIM B WH(GOPMAIMOHHON CHUCTEME, HEOOXOAUM ISl BbI-
MIOJIHEHUS] UMH CITYKEOHBIX (TPYAOBbIX) 00s3aHHOCTEH

Hcnonk3oBanue cpeacTB 3alIuThl HHGOPMAIUH, MPOMIEAIINX MpoIe-
Jypy OLICHKH COOTBETCTBUSI TpeOOBAaHUSIM 3aKOHOJATENbCTBA Poccuii-
ckori denepanuu B obnacTu obecnieueHus Oe3omacHOCTH HH(opMa-
MU, B Cllydae, KOrJa MPUMEHEHHE TaKUX CPEACTB HEOOXOIUMO ISt
HEHTpATN3aIUU aKTyaTbHBIX YIPO3

Ha3nauenune nomkHOCTHOrO juna (pabOTHHMKA), OTBETCTBEHHOIO 3a
obecriedeHrne OE30MaCHOCTH TEPCOHANBHBIX JNAaHHBIX B HH(OpMaIu-
OHHOM cHucTeMe

ObecnieueHne 1OCTyNa K COJAEPKAHUIO SJIEKTPOHHOTO >KypHaja Co-
OOIEHUI HUCKIIOYUTEIbHO MJI JOJDKHOCTHBIX JHIl (paOOTHUKOB)
oreparopa WM yIOJIHOMOYEHHOIO JIUIa, KOTOPbIM CBEIEHUS, COJEP-
Kamgecs B yKAa3aHHOM J>KypHalle, HEOOXOAMMBI IS BBITOTHEHHS
CITYeOHBIX (TPYAOBBIX) 00s3aHHOCTEH

ABTOMaTHUECKasi PErHCTpalyus B 3JEKTPOHHOM >XypHajie 6e30macHo-
CTH HM3MEHEHHUs IMOJHOMOYMI COTpYyJIHHUKA olepaTopa Mo JOCTYNy K
NEPCOHATBHBIM JaHHBIM, COJIEPKAIUMCS B MH(POPMAIITMOHHON cHCTe-
Me

Co3nanue CTPYKTYPHOTO TOJPA3JeNIeHNs], OTBETCTBEHHOTO 3a o0ec-
nedyeHne 0e30MacHOCTH MEPCOHATBHBIX JTAaHHBIX B MH(POPMAIIMOHHOM
cucTeMe, 1100 BO3JIOKEHUE HA OTHO U3 CTPYKTYPHBIX MOJIpa3eICHUI
(GyHKIMH 0 00ecTIeYeHnIo TaKol 6e30MacHOCTH
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NMPUNOXEHUE 2

K [TosmmTike nHpOpMALITHOHHOK
0e30MmacHOCTH

Ta6smma 1 COCTAB MEP 3AINIATHI UHOOPMAIIUHU H UX BA3OBBIE HABOPBI 1151 COOTBETCTBYIOIIEI'O
KJIACCA BAIIMIIEHHOCTU HH®OPMALIMOHHOU CUCTEMBI

VYcnoBHoe 00603Ha- | Mepbl 3a1UThl HHGOPMALMU B UH(OPMALIMOHHBIX CUCTEMAX Kitaccsl 3alUIIEHHOCTH HH-

YeHHE U HOMEpP (OopMaIOHHOMN CUCTEMBI

MCPET 4 13 2 1

I. UnenTuduxanus u ayreHTuUKaIHs cyObeKTOB A0CTyNa U 00beKTOB goctyna (MAD)

NAD.1 Wnentudukanyss M ayTeHTH(PUKALNUS TI0JB30BaTENEH, SBISIOMUXCS PaOOTHHUKAMHU OTlepaTopa + + + +

NAD.2 Wnentudukanys u ayTeHTU(UKAIIS YCTPOHCTB, B TOM YHCIIE CTAllMOHAPHBIX, MOOMJIBHBIX U MTOpPTa- + +
THUBHBIX

NAD.3 VYrupaBnenue wuaeHTUPUKATOpAaMH, B TOM YHCJE CO3/IaHUE, TPUCBOCHUE, YHUUYTOKECHUE HJICH- + + + +
TU(UKATOPOB

NAD .4 VYnpaBieHue cpeacTBaMy ayTEHTH(UKAIMHM, B TOM YMCIE€ XpaHEHWE, BbIada, WHHOUAAIA3A- | + + + +
us,

OJIOKMPOBAHUE CPENICTB AYTCHTU(PHUKAIIMM M TPUHSATHE MEp B CIydae YTpaThl M (MJIH) KOMIIPO-
METaIlMK CPEJICTB ayTEHTU(UKAIINH

NAD.5 3ammra O00paTHOM CBSI3M  INPU  BBOJIE AyTEHTU(UKAIMOHHON HH(OpMaIuu + + + +

NAD.6 Wnentudukanyss ¥ ayTeHTH(PUKALNUS TT0JIE30BATEINEH, HE SBISIONIMXCS paOOTHUKAMH OIlepaTopa + + + +
(BHEIIHUX MMOJIB30BaTENECH )

NAD.7 Wnentudpukanuss u ayTeHTU(UKAIUS OOBEKTOB (ailyIoBOM CHUCTEMBI, 3aIlyCKAaeMbIX U HC-
MOJHAEMBIX MOAYJNIEH, OOBEKTOB CHCTEM YHpaBJeHHs Oa3aMM JaHHBIX, OOBEKTOB, CO3/1aBAEMBIX
NPUKIAJAHBIM M CHEIHMATbHBIM TPOTPAMMHBIM O0OECIeYeHHEM, HHBIX OOBEKTOB JOCTYIA

II. YnpaBnenue nocrynom cyObekToB AocTyma K oobekram goctyna (YII/I)
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YcanoBHOE 0003HA-
YeHUE U HOMEpP

Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

MEpbI 4 3 2 1

VIII.1 VYnpasnenue (3aBeicHUe, aKTHBAIMs, OJIOKMPOBAHHUE U YHUUTOXKEHHE) YUYETHBIMU 3alUCAMU MONb- | + + + +
30BaTesEN, B TOM YUCIIE BHEITHUX NOJIb30BATENEH

VIIA.2 Peanuzarmus He0OOXOMUMBIX METOIOB (IUCKPEIIMOHHBIN, MAHIATHBIN, POJICBOM WM WHOW METOn), | + + + +
TUIOB (YTEHUE, 3aMUCh, BBIIIOJIHEHUWE WM MHOM THUII) W IIPaBWJI PasTpaHUYEHUs JOCTYIa

YIIA.3 VYrpasnenue (puiabTpaus, MapupyTHU3alKsi, KOHTPOJIb COSTUHEHUN, OJHOHAIIPABJICHHAs Tepe/a- + +
4Ya W HMHbIE CIOCOOBI yrpaBieHHs) UHGOPMALMOHHBIMU TMOTOKAMH MEXAY YCTPOICTBaMH, Cer-
MEHTaMH HH(OPMAIIMOHHON CHCTEMBI, & TAK)KE MEKAY HH(POPMAITHOHHBIMU CHUCTEMaMHU

VIIJ.4 Paznenenne moaHoMoumit (posieit) monp30BaTeIei, aIMUHUCTPATOPOB U JIHII, 00ECIIEYHBAIOIINX + + +
(GyHKIMOHUPOBaHUE UH(OPMAIIMOHHON CHUCTEMBI

VIIA.5 Haznauenne MUHMMaJIbHO HEOOXOAMMBIX MIPaB U MPUBUIIETUI MOJIb30BATENSAM, aIMUHUCTPATOPAM U + + +
JuIam, obecrneynBarouM (pYHKIHOHUPOBAHUE HHPOPMAIIHOHHOM CHCTEMBI

VIIA.6 OrpaHnYeHne HEYCIICIIHBIX MOIBITOK BX0/1a B MH()OPMAIIMOHHYIO CHCTeMY (ocTyna K nHpopmanu- | + + + +
OHHOM cHCTEeMe)

YIII.7 [TpenynpexaeHue moyib30BaTems NP €ro BX0Ae B UHPOPMALMOHHYIO CUCTEMY O TOM, YTO B HH(OP-
MaIMOHHOH cHCTEeME peaan30BaHbl Mephbl 3alUThl MH(GOPMalUU, U O HEOOXOAUMOCTH COOJI0/Ie-
HUS UM
YCTaHOBJIEHHBIX OIIEPATOPOM MpaBui 00pabOTKH HH(OpMaLIUU

VI8 OnoBeleHue MOIB30BATENS MOCTE YCIEIIHOTO BX0Ja B HH(DPOPMALIMOHHYIO CUCTEMY O €T0 Mpe/bl-
IyIIeM BX0/e B MH(OPMAIIMOHHYIO CHCTEMY

VIIA.9 OrpanuyeHune yncia napajielIbHbIX CEaHCOB JOCTYIA A KaKJI0M Y4YeTHOW 3alucH  IO0Jb30- +
BaTeisi UHPOPMALIMOHHOW CUCTEMBI

VIII.10 brnokupoBanue ceaHnca noctyna B WH(OPMAIMOHHYIO CUCTEMY MOCIE YCTAaHOBICHHOTO BPEMEHU + + +
0e3elicTBUs (HEAaKTUBHOCTH) TIOJIH30BATEIIS WIIH 10 €T0 3aIpOoCy

VIII.11 Pa3pemenue (3amper) AecTBUI NOJb30BaTENICH, Pa3pEIICHHBIX 10 UACHTU(GUKAIIMN U ayTeHTUDH- + + + +
Kalluu

VIII.12 [Tognepxka u coxpaneHue aTpuOyTOB 0€301aCHOCTH (METOK 0€30MaCHOCTH), CBA3aHHBIX ¢ HHDOP-
MalMen B Ipolecce ee XpaHeHUs U 00paboTKH
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YcanoBHOE 0003HA-
YeHUE U HOMEpP

Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

MEpbI 4 3 2 1

VIII.13 Peanuzanus 3anuiieHHOro yaaJeHHOro JOCTya CyObeKTOB JOCTYIa K 00beKTaM J0CTyIa Yepes + + + +
BHEIIHUE MH()OPMAIIMOHHO-TEJICKOMMYHUKAITMOHHBIE CETH

VIIJI.14 PernamenTarnust 1 KOHTPOJIb UCITOJIB30BAaHUS B UHPOPMAIIMOHHON CHCTEME TEXHOJIOTHI OecrpoBoa- | + + + +
HOTO JIOCTyNa

VIII.15 PernamenTanus 1 KOHTPOJIb UCIIOJIB30BAaHUS B HHPOPMAIIMOHHON CHCTEME MOOMIBHBIX TEXHUYECKUX | + + + +
CPEICTB

VIIIA.16 VYnpapneHnue B3auMoIeUCTBUEM C MHPOPMAIIMOHHBIMHA CUCTEMaMH CTOPOHHHUX OpraHMu3aluii (BHeI- | + + + +
HUE UH(POPMAIIMOHHbBIE CUCTEMBI)

VILA.17 ObecrieyeHre TOBEPEHHOM 3arpy3Ku CPEACTB BHIYMCINTENbHON TEXHUKU + +

III. Orpannuenue nporpammuoin cpensl (OIIC)

OIlIC.1 VYnpasnenue 3anmyckoM (0OpaleHus MU ) KOMIIOHEHTOB ITPOrPaMMHOT0 00eCIeueH s, B TOM UHCIe +
ONpeeIeHUE 3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOMKa apaMeTPOB 3allycKa KOMIIOHEHTOB, KOH-
TPOJIb 3a 3aIlyCKOM KOMITOHEHTOB ITPOrPAaMMHOTO 00eCIIeueHus

OIIC.2 VYnpasieHue yCTaHOBKOW (MHCTAISIMEN) KOMIIOHEHTOB MPOTrPaMMHOI0 00ecieYeHus], B TOM YHCIe + +
orpesiesieHue KOMIIOHEHTOB, MOJIIeKaINX YCTaHOBKE, HACTPOWKa IMapaMeTpOB YCTAHOBKU KOMIIO-
HEHTOB, KOHTPOJIb 32 YCTAHOBKOW KOMIIOHEHTOB MPOTPaAaMMHOI0 00eCTIeYeHHUS

OIIC.3 VYcranoBka (MHCTAIUISINUS ) TOJIBKO Pa3pelIeHHOT0 K UCIOJIb30BAHUIO MTPOTpaMMHOTO o0ecrieueHus u | + + + +
(W1M) ero KOMITIOHEHTOB

OIIC .4 VYrpasneHue BpeMeHHBIME (aiijaMu, B TOM YUCJIE 3alpPeT, pa3pelieHue, IepeHanpaBieHre 3amucH,
ylajeHne BpeMEHHBIX (ailioB

IV. 3amuTa MammHHBIX HOocuTenel nHgopmaruu (3HN)

3HU.1 Y4eT MalMHABIX HOCHUTENeH nHMOpMaIiu + + + +

3HU.2 YrpapiieHue T0CTYIOM K MAIIMHHBIM HOCUTEISIM HH(POPMAITUN + + + +

3HN.3 KoHTposb nepemernieHus: MalmMHHBIX HOCUTENIECH HHPOPMAIIUU 32 MPEEbl KOHTPOJIUPYEMON 30HbI
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YcanoBHOE 0003HA-
YeHUE U HOMEpP

Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

MCEPbI 4 3 2 1

3HN.4 HcknroueHre BO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO 03HAKOMJICHHS C COIEp)KaHUEeM HH(pOpMalny,
XpaHsIIeicst Ha MAIIMHHBIX HOCUTENSX, U (M) UCTIOIb30BAHUS HOCUTEIeH HHPOPMALIUU B UHBIX
MH(POPMALMOHHBIX CHCTEMAX

3HU.5 KonTtpons ucnonb3zoBanus uHTEpQeiicoB BBoa (BbIBOAA) MH(POPMAIIUN Ha MAITMHHBIE HOCUTENN + +
uH(popManuu

3HU.6 Kontposb BBosa (BbIBOIA) MH(DOpPMAIIMK HA MaIlIMHHBIC HOCUTEIN HH(POPMAIIHH

3HU.7 KoHTpomnb MoAKITI0YEeHNsT MAITMHHBIX HOCUTENEeH nHpopManun

3HN.8 VYHuuroxenue (ctupanue) nHGOpMaluy Ha MAITMHHBIX HOCUTEIAX MPHU UX Mepeiaye Mexay Moib- | + + + +
30BaTeNsIMM, B CTOPOHHUE OPTaHU3ALMHU JUIsl PEMOHTA WIN YTUIN3ALUH, a TAKKE KOHTPOJIb YHUUTO-
KEHUSI (CTUPAHUS)

V. Perucrparus co6prtuit 6e3onacHoctu (PCB)

PChb.1 Onpenenenue coOBITUH OE30MACHOCTH, TOMJIESKAIINX PETUCTPALIMH, M CPOKOB X XpPaHEHUS + + + +

PCB.2 Ompenenenre cocTaBa U coliepkaHust HHOOPMAIIUU O COOBITUSIX O€30MACHOCTH, MOJICKAIUX peru- | + + + +
CTpaluu

PCB.3 COop, 3anUCh U XpaHEHUE HHPOPMAIH O COOBITUAX 0€30MaCHOCTH B TEUEHUE YCTAHOBIEHHOTO + + + +
BPEMEHU XPAHEHUS

PCb.4 PearunpoBanue Ha cOOM NpU PEruCTpaLlUU COOBITHI 0€30IaCHOCTH, B TOM YHCJIE annapaTHble U nIpo- | + + + +
rpaMMHBIE OIIMOKH, COOM B MeXaHU3Max cOopa nHGOpMaIMU U TOCTUXKEHHE Mpeesia Uid Iepenod-
HEeHUs1 00beMa (EMKOCTH) TaMsATH

PCB.5 MoHUTOPHHT (ITPOCMOTp, aHAIN3) PE3YJIbTATOB PETHUCTPALIMN COOBITHI OE30MaCHOCTH U pearupoBa- | + + + +
HUE Ha HUX

PCb.6 I'enepupoBaHHe BpEMEHHBIX METOK U (MJIM) CHHXPOHM3AIMs CUCTEMHOIO BpEMEHU B HH(POpPMALMOH- | + + + +
HOM cucreme

PCb.7 3amTa nHPOPMALIUHU O COOBITUIX 0€30MaCHOCTH + + + +
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YcanoBHOE 0003HA-
YeHUE U HOMEpP

Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

MEpbI 4 3 2 1

PCB.8 ObecrieyeHrie BO3MOXHOCTH IIPOCMOTpPA U aHAINU3a UH(pOpMALUK O IEHCTBUSX OTAETbHBIX MOJIb30-
BaTelneil B nH(OPMAIIMOHHOH cucTeme

V1. AutuBupycnas 3anmuta (AB3)

AB3.1 Peann3zanmst aHTUBUPYCHOM 3alIUTHI + + + +

AB3.2 Oo6HoBneHMEe 0a3bl TaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTrpaMM (BUPYCOB) + + + +

VII. O6napysxenue Bropxenuit (COB)

COB.1 OO6HapyXeHue BTOP)KEHUN + +

COB.2 OOHoBIIeHHE 0a3bl PEHIAIONINX TPABUI + +

VIII. Kontposns (ananu3) 3amumieHHoctr napopmanuu (AH3)

AH3.1 BersBrienue, aHanu3 ysa3BUMOCTEH HHPOPMALMOHHONW CUCTEMBbI M OIIEPaTUBHOE YCTpaHEHHE BHOBb + + +
BBISIBJICHHBIX YSI3BUMOCTEH

AH3.2 KoHTposib ycTaHOBKM OOHOBIICHHI MMPOTPAMMHOTO 00€CTIeueHHUs, BKIIFOYasi OOHOBJICHHUE TIPO- + + + +
IPaMMHOTO 00eCIeueHHs CPEJICTB 3aIUThl HH(pOpMaIHH

AH3.3 KonTtpons paboTocnocoOHOCTH, TapaMeTPOB HACTPOUKH U MPABUILHOCTH (DYHKIIMOHUPOBAHUS MIPO- + + +
rpaMMHOr0 oOecreyeHus U CPeICTB 3alluThl HH(OpMaluu

AH3.4 KoHTponb cocTaBa TEXHUUECKUX CPEICTB, IPOTPAMMHOTO OOECTICUeHUs U CPEACTB 3aIIUThl HHPOP- + + +
Maiuu

AH3.5 KonTposb npaBuii reHepanvii 1 CMEHbI IapoJieil MOJIb30BaTeNeH, 3aBeICHUS U YAAICHUS YYETHBIX + + +
3anucel NoJb30BaTeNe!, pealu3alui IPaBUil pa3rpaHUyeHMs] 1OCTYIIOM, ITOJIHOMOYHII 110JIb30BaTe-
neil B ~HPOPMAaIMOHHOM cucTeme

IX. O6ecneuenue nenocTHOCTH UHPOpMaMOHHON cucTeMbl 1 uHopmanmu (OLJT)

OLJI1 KoHTpoOJb 11€10CTHOCTH IPOTPAaMMHOTO 00eCcTieueHH s, BKIF0Yas IpOrpaMMHOe oOecrieyeHne + +
CPEICTB 3allluThl HH(pOpMALIUU

OLJIL.2 KoHTponb 1nenocTHocTr HHPOpMALUH, coiepKaieiics B 6a3ax JaHHBIX HH(POPMAIIMOHHON CUCTEMBbI

OLL3 ObecrieyeHrie BO3MOKHOCTH BOCCTaHOBJIEHHUS [TPOIrPaMMHOT0 OOecTieueHus], BKJI0Yas MporpamMm- + + + +
HOe 00ecIlieyeHre CPeICTB 3alUThl HHGOPMAIUU, TPU BOSHUKHOBEHUH HEIITATHBIX CUTyallul
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YcanoBHOE 0003HA-
YeHUE U HOMEpP

Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

MEpbI 4 3 2 1
OLJL.4 OOHapy)xeHHe U pearupoBaHHe Ha MOCTYIUIEHHE B MH()OPMAIMOHHYIO CHCTEMY He3alpallnBaeMbIX + +
AJIEKTPOHHBIX COOOIICHUH (THceM, JOKYMEHTOB) M MHOW WH(OpPMALUHU, HE OTHOCSAIIMXCS K
(G YHKIIMOHUPOBAHUIO MHPOPMAITMOHHON CUCTEMBI (3aIUTa OT CIIama)
OLULS Kontpons conepxanust uHpopmanuy, nepeaBaeMoil U3 HHPOPMALMOHHOM cUCTeMBI (KOHTEHHep-
HBII, OCHOBAaHHBIH Ha CBOWCTBaX OOBEKTa JIOCTYIA, U KOHTEHTHBIN, OCHOBAHHBIN Ha TIOUCKE 3a-
NPELIeHHON K nepenade nH(GOpMalUU C UCMOIb30BaHUEM CHTHATYp, MAaCOK U MHBIX METOJIOB), U
WCKJIFOUEHHE HENPaBOMEPHOH nepenayn HHPOpMauu 13 HHOOPMAITHOHHON CHCTEMBI
OLJL6 OrpaHn4eHue mpaB MOJIb30BaTelNei o BBOY HHPOPMALUU B HH(HOPMAIIMOHHYIO CHCTEMY +
OLL7 KoHTpob TOUHOCTH, TOTHOTHI U MPABHIILHOCTH JAHHBIX, BBOJUMBIX B HHPOPMALMOHHYIO CUCTEMY
OLJL8 KoHnTpoib ommOouHbIX ASHCTBUN TOJIb30BaTeNIel MO BBOAY M (WJIM) Iepenadye nHGOpMaLuy 1 mpe-
OyHpexJieHue MmoJjib3oBareseid 00 onmMO0OYHbIX JeHCTBUSAX
X. O6ecnevyenue nocrynmHoctu napopmanuu (OJ(T)
OAT.1 Hcnonbs3oBaHue 0TKa30yCTOMYMBBIX TEXHUYECKUX CPEACTB +
OAT.2 Pe3epBrpoBaHne TEXHUYECKUX CPEICTB, IPOrPaMMHOr0 0OecIeueH sl, KaHaJIOB Mepeaavu +
uHpopMalLny, cpesICTB odbecreueHus PyHKIIMOHUPOBAHUS HHPOPMALIMOHHON CUCTEMBI
OAT.3 KoHTponb 6€30TKa3HOro GyHKIIMOHUPOBAHUS TEXHUYECKUX CPENICTB, OOHAPYKEHHE U JIOKATU3aIus + +
0TKa30B ()yHKIIMOHUPOBAHUS, IPUHATHE MEP MO0 BOCCTAHOBIICHHUIO OTKA3aBIINX CPEJCTB U UX TECTH-
poBaHue
OAT A4 [lepuonuueckoe pe3epBHOE KOMUPOBaHUE MH(POPMALIMU HA PE3epPBHBIC MALTMHHbBIC HOCUTEIU HH- + +
dbopmaruu
OHT.5 ObecnieueHre BO3MOXXHOCTH BOCCTaHOBIICHHS HH(OPMALIMU C PE3E€PBHBIX MAIIMHHBIX HOCUTENEH + +
nH(popMannu (pe3epBHBIX KOMMi) B TEUEHNE YCTAaHOBJIEHHOTO BPEMEHHOI0 HHTEpBaJIa
OAT.6 Knacrepuzanust nHGOpPMAIMOHHON CUCTEMBI U (WJIH) €€ CETMEHTOB
OAT.7 KOHTpOIb COCTOSHUSA M Ka4eCTBA MIPEIOCTABICHUS YIIOJTHOMOUYEHHBIM JIMIIOM BBIUUCIUTEIbHBIX PE- + +

CYpCOB (MOIIIHOCTEH), B TOM YHCJIE 10 Nepeaaue HHPopMaun

XI. 3amuta cpenpl BupTyanusamnuu (3CB)
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YcanoBHOE 0003HA-
YeHUE U HOMEpP

Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

MCEPbI 4 3 2 1
3CB.1 Wnentudukanus u ayreHTUGUKAISI CYObEKTOB JOCTYIAa U 00BEKTOB I0CTyIa B BUPTYAJIbHOMN HH- + + + +
bpacTpyKkType, B TOM YUCIIC IMHHICTPATOPOB YIIPABICHUS CPEACTBAMU BUPTYaTH3AI[UU
3CB.2 YnpasieHue T10CTYyIoM CyObEKTOB JOCTYIAa K 00bEKTaM JOCTYMa B BUPTYaIbHOU HHPPACTPYKType, | + + + +
B TOM YHCJI€ BHYTPH BUPTYaJIbHBIX MAIlIUH
3CB.3 Perucrpanus coOpITHil 6€30MaCHOCTH B BUPTYaIbHOU HHOPACTPYKTYpE + + +
3CB.4 Yupasnenue (GuiabTpanus, MapImpyTH3aIus, KOHTPOJIb COSAMHCHHS, OJTHOHAIPABIICHHAS IIepe1ada) + +
MOTOKaMU MH(GOPMaIIUU MEKy KOMIIOHEHTaMU BUPTYaIbHONH UHPPACTPYKTYPHI, a TAKXKE MO MEpU-
METpPY BUPTYAIbHON HHPPACTPYKTYPHI
3CB.5 JloBepeHHasi 3arpy3ka cepBepOB BUPTYyalU3allii, BUPTYyaJlbHON MalIuHbI (KOHTEHHEpa), CepBEpPOB
yIpaBJIeHHs BUPTyaTu3anuen
3CB.6 VYpaiieHue nepeMelieHueM BUPTYalIbHbIX MAlIMH (KOHTEHHEPOB) U 00pabaThiBaeMbIX Ha HUX JJaH- + +
HBIX
3CB.7 KoHTpoJIb 11€7T0CTHOCTH BUPTYaJIbHONM HH(PPACTPYKTYPHI B €€ KOHPUTYypaIuid + +
3CB.8 Pe3epBHOE KONMpOBaHKE JaHHBIX, PE3EPBUPOBAHUE TEXHUUECKHUX CPEJCTB MPOrpaMMHOro odecre- + +
YeHUsI BUPTYaTbHOU WHQPPACTPYKTYPHI, a TAK)KE KaHATIOB CBA3M BHYTPHU BUPTYaJIbHOU HH(pACTPYK-
TYpbI
3CB.9 Peanuzamus u ynpaBieHre aHTUBUPYCHOM 3aIIUTON B BUPTYaIbHOU HHAPACTPYKTYpE + + +
3CB.10 Pazbuenue BupTyanpHOI HHOPACTPYKTYpHI HA CErMEHTHI (CErMEHTUPOBaHNE BUPTYaIbHON HH(ppa- + +
CTPYKTYPBI) U1t 00pab0TKH HHPOPMAIIMK OTACIBHBIM MOJIH30BaTEIeM U (MJIN) TPYIIION MOIh30Ba-
TeJen
XII. 3ammura Texanueckux cpeacts (3TC)
3TC.1 3amuTa nHPOpMaIHH, 00padaTeiBACMON TEXHUISCKUMU CPEACTBAMH, OT €€ YTEUKH 10 TEXHUYECKUM
KaHaJjam
3TC.2 Opranuzanus KOHTPOJUPYEMOM 30HBI, B IIpejiejaX KOTOPOM MOCTOSIHHO Pa3MeIatoTCs CTallioHap- + + + +
HbIE TEXHUUYECKHE CPECTBA, 00padaThIBaroIIre HHGOPMAIINIO, U CPEJCTBA 3aIIUTH HHPOPMAIIHIH, a
TaKXe cpefcTBa obecrieueHus (PyHKIIMOHHUPOBAHUS
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YcanoBHOE 0003HA-
YeHUE U HOMEpP
MEpBI

Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

4 3 2 1

3TC.3

KonTpois 1 ynpasineHnue GU3NIECKUM JOCTYIIOM K TEXHHYECKUM CPEJCTBAM, CPEACTBAM 3aIlIUThI
uHpopMaLuu, cpencTBaM odecrieueHus (QYHKIIMOHUPOBAHUS, a TAKXKE B IOMEIIECHUS U COOPY>KEHUS,
B KOTOPBIX OHU YCTAQHOBJICHBI, HCKITIOYAIOIINE HECAHKIIMOHNPOBAHHBIN (U3NYIECKUIT TOCTYI K Cpe-
cTBaM 00pabOTKK MH(POPMALIMH, CPEICTBAM 3aIUTHI HH(POPMALIUU U cpelicTBaM obecrieueHust PyHK-
[IUOHUPOBAHMS HHPOPMAIIMOHHON CUCTEMBI U TIOMEIIIEHHS ¥ COOPYKEHHsI, B KOTOPHIX OHU YCTaHOB-
JICHBI

- - + -

3TC.4

Pa3memenue ycTpoiicTB BBIBOJ (0TOOpaXkeHHs) WH(GOPMAIIUHU, HCKITFOYAIOIIEe €€ HeCAaHKITMOHUPO-
BaHHBIN IPOCMOTP

3TC.5

3ammTa OT BHEITHUX BO3ACHCTBUHN (BO3ICHCTBHIA OKPYKAIOIICH Cpe/bl, HECTAOUILHOCTH JIEKTPO-
CHAa0>KeHUs1, KOHAMIIMOHUPOBAHUS U MHBIX BHEIIHUX (DaKTOPOB)

XIII. 3ammTa UHPOPMALIMOHHON CUCTEMBI, €€ CPENICTB, CUCTEM CBA3M U nepenaun JaHHbIx (3UC)

31C.1

Paznenenuie B ”HPOPMALIMOHHOM cucTeMe QYHKIUH 110 YIPaBJICHUIO (aIMUHUCTPUPOBAHUIO) UH-
(hopMaIMOHHON CHCTEMOH, YIpaBIeHUIO (aIMUHUCTPUPOBAHUIO) CUCTEMON 3alTUTHl HHPOPMAITUH,
byHKIMiA Mo 06padboTke MHGOPMAIMK U UHBIX (QYHKIIUH WHOOPMAITMOHHON CHCTEMBI

3UC.2

HpeI[OTBpaH_leHI/Ie 3aCPIKKU WU MMPEPBIBAHUSA BBIIIOJIHCHHA ITPOLCCCOB C BBICOKUM HNPHUOPUTCTOM
CO CTOPOHBI IPOIECCOB C HU3KKUM IIPUOPUTETOM

3UC.3

Ob6ecneuenne 3aUThl HH(GOPMALMU OT PACKPBITHS, MOTUGDUKALIMM U HABSI3bIBAaHUS (BBO/A JIOXKHOM
nH(popMalnn) Mpu ee rnepenade (IOAroTOBKE K Iepeiade) Mo KaHajlaM CBSI3U, UMEIOLIUM BBIXO[ 32
IpeJiesibl KOHTPOJIMPYEMOM 30HBI, B TOM YHcie OECIPOBOIHBIM KaHaJIaM CBSI3U

3UC.4

ObecnieueHne JOBEPEHHBIX KaHajla, MapUIpyTa MEXKAY aIMUHUCTPATOPOM, TOJIH30BATEIIEM H  CpEJI-
CTBaMHM 3aIIUThl UHPOpManuu (QyHKIUAMU O€30MaCHOCTU CPECTB 3AIUTHI HHPOPMAIIIH)

3UC.5

3anpeT HeCAHKIIMOHUPOBAHHOW YIAJICHHON aKTUBAIlMU BUACOKaMep, MUKPO(GOHOB U UHBIX Iepude-
PUIHBIX YCTPOICTB, KOTOPbIE MOTYT aKTUBUPOBATHCS yIAJICHHO, H OMOBEIIEHUE MOIb30BaTeNeil 00
AKTUBALIMU TaKUX YCTPOMCTB

3UC.6

[Tepenaya v KOHTPOJIb ETOCTHOCTH aTPUOYTOB O€30MacHOCTH (METOK 0€30IaCHOCTH ), CBS3aHHBIX C
nHpopmanueit, mpu ooMeHe nHdopmaluen ¢ THBIMA HH(POPMAIIMOHHBIMH CHCTEMaMH
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Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

4 3 2 1

3UC.7

KOHTpOJ'IB CAHKIIMOHHUPOBAHHOI'O 1 UCKIIFOUCHHEC HCCAHKIIMOHUPOBAHHOI'O UCII0JIb30BAHUA TCXHOJIO-
ruii MOOUIILHOTO KOoaa, B TOM YHCJIC perucrpanus CO6BITPII>1, CBA3aHHBIX C UCIIOJIB30BAHUEM TCXHO-
JIOTUH MOOHJIBHOTO KOJa, uX aHaJIu3 W pC€arupoBaHUC Ha HAPYHICHUS, CBA3aHHBI C UCITOJIb30BAHHUEM
TEXHOJIOTHII MOOMJILHOTO Kozaa

+ -

3UC.8

KoOHTpoJIb CaHKIIMOHMPOBAHHOTO U NCKJIFOYEHHE HECAHKIIMOHUPOBAHHOIO HCIIOIb30BAHMS TEXHOJIO-
I'Mii Iepeaayy peuu, B TOM YHUCJIe PerucTpanus COOBITHIH, CBA3aHHBIX C UCIIOJIb30BAHUEM TEXHOJIO-
Ui Nepeayu peuy, UX aHajIu3 U pPearnpoBaHUE HA HAPYILICHMS, CBA3aHHBIC C UCIIOJIB30BAHUEM
TEXHOJIOTHH NepeaYu peun

3UC.9

KoHTpOIb CaHKIIMOHNPOBAaHHOHN M UCKIIFOUEHHE HECAHKIIMOHUPOBAHHOM Tepeiaun BUAeOMHpopma-
IIUHM, B TOM YHUCIIE PETUCTPALU COOBITUH, CBSI3aHHBIX C Nepeaayueii Bu1eonH(popMaliy, UX aHaIu3 U
pearupoBaHue Ha HapyLIEHUs, CBsI3aHHbIE ¢ epeadell BujeonHdopmanuu

31C.10

HOI[TBCP)KI[CHI/Ie MMPOUCXOXKIACHUSA HCTOYHHUKA I/IH(bOpMaI_II/II/I, HOJ'Iy‘IElCMOfI B IIPpOLECCC ONMPCACICHUA
CCTCBBIX aIPCCOB IO CCTCBLIM MMCHAM MJIU OMPCACIICHUA CCTCBLIX UMCH 110 CETCBBIM aJIpC€CaM

3UC.11

ObecnievyeHne MOUTMHHOCTH CETEBBIX COCTMHEHUN (CEaHCOB B3aMMOJICHCTBHS ), B TOM YHCJIC JUIS 3a-
UIUTHI OT TIOJIMEHBI CETEBBIX YCTPONUCTB U CEPBUCOB

3UC.12

HckimoueHre BO3MOXHOCTH OTPHUIIAHMSI TOJIb30BaTeNeM (pakTa OTHpaBKH UMHPOPMAIUH IPYTOMY
10JIb30BATENI0

31C.13

Hcknrouenrie BO3MOYKHOCTH OTPUIIAHUS TIOIB30BaTeNeM (aKTa MoTydeHust HHHOpPMAIMU OT APYroro
I10JIb30BATENA

31C.14

Vcnonb30BaHue yCTPOUCTB TEPMHUHAIBHOTO JIOCTYTIA A7l 00paboTKH HH(pOpMauu

3UC.15

3amuTa apXUBHBIX (ailyioB, MapaMeTpoB HACTPOUKHU CPEACTB 3aIUUTHI UH(POPMALIUK U TPOTPaMMHO-
ro oOecrevyeHus: ¥ MHBIX JaHHbIX, He MOJUIekKAlUX H3MEHEHHUIO B Ipolecce 00paboTku HHpopMaluu

3UC.16

BrisiBrienue, ananmu3 ¥ OJIOKMpOBaHKUE B MHPOPMAITMOHHOW CHCTEME CKPBITHIX KaHAJIOB Mepeadn
nH(popMaluu B 00X0]] pealn30BaHHbIX MEp 3aIUThl HHOOPMALIUK WK BHYTPU Pa3pelICHHBIX ceTe-
BBIX [TIPOTOKOJIOB

3UC.17

Pazouenune nHbOpMaIIMOHHON CUCTEMBI HA CETMEHTHI (CETMEHTHPOBaHUE NH(OPMAITMOHHON CHUCTE-
MbI) U O0€CTieueHUe 3alIUThl IEPUMETPOB CETMEHTOB HHPOPMAIIMOHHON CHCTEMBI
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Mepsl 3amuThl HHGOpPMALUK B MH(POPMALTMOHHBIX CUCTEMAaX

Kitaccel 3amuiieHHoCTy UH-
(hopmMaImoHHON CHCTEMBI

MEpbI 4 3 3 1
3UC.18 ObecnieveHne 3arpy3Ki U UCIIOJIHEHUS TTPOTrPaMMHOTO 00ecIieueHs ¢ MallTMHHBIX HOCUTENCH WH-
(dopmanuu, TOCTYIMHBIX TOJBKO JJIS YTEHUS, 1 KOHTPOJIb LEJIOCTHOCTH JAHHOTO MPOTPAMMHOTO
obecrnieueHus
31C.19 W3osnsanus nporeccoB (BBIIOIHEHNE POTPaMM) B BbIIEIEHHON 00J1aCTH MaMATH
31C.20 3amuTa 0eCIpOBOAHBIX COEIMHEHUHN, MPUMEHAEMBIX B MHPOPMAIIMOHHOM cucTteme + + +
3UC.21 Hckmrodyenne 10CcTyma 1moiab30BaTess K HHPOpMaluK, BOSHUKIIIEH B Pe3yJbTaTe IeHCTBUM MTPEIbI- +
IYLIETO MOJIb30BaTeNs YEPE3 PEECTPHI, ONIEPATUBHYIO NIaMATh, BHEIIHNE 3alIOMHHAOIINE YCTPOHCTBA
1 UHbIE 001IHe IS 1T0JIb30BaTesel pecypchl HHGOPMAIMOHHON CHCTEMBI
31UC.22 3amuTta HHPOPMAIIMOHHOM CUCTEMBI OT Yrpo3 6e30macHOCTH UH(POPMAIUH, HAIIPABJICHHBIX HA OTKA3 + +
B 00CITy’)KMBaHUU UH(POPMAITMOHHON CHCTEMBI
31UC.23 3ammra nepuMerpa (puznyeckux u (WIK) JOTHISCKUX TPaHuUIl) HHHOPMAITMOHHONW CHCTEMBI TIPH €€ + +
B3aMMOJICHCTBUY C MHBIMU UH(POPMAIIMOHHBIMU CHCTEMaMH U HH(POPMAITMOHHO TEIIEKOMMYHHKAIIH-
OHHBIMH CETIMU
31C.24 [IpexpanieHue ceTeBbIX COEAMHEHUN IO UX 3aBEPUICHUU WM 110 UCTEYEHUH 3aJaHHOTO OIEpaToOpoOM + +
BPEMEHHOI'0 MHTEPBAJIa HEAKTUBHOCTU CETEBOI'O COEIUHEHUS
3UC.25 Hcnonp3oBanue B MHPOPMAITMOHHON CHCTEME WM €€ CErMEHTaX Pa3InYHbIX TUIIOB OOIIECUCTEMHO-
0, IPUKIIAJHOTO U CHEIMAIBLHOTO MPOTrPAMMHOT0 o0ecreueHus (co3qaHne reTeporeHHoN cpeibl)
31C.26 Hcnonp30BaHne NPUKIIAIHOIO U CHELMAIBHOTO IPOTPAMMHOI0 00ECIEUEHNUSI, UMEIOIINX BO3MOXK-
HOCTh (DYHKIIMOHHPOBAHMS B CPEAAX PA3IUYHBIX ONEPALMOHHBIX CHCTEM
3UC.27 Co3nanue (3MyIA1Ks) JTOKHBIX HH()OPMAIIMOHHBIX CUCTEM MJIM UX KOMIIOHEHTOB, MPEHAa3HAYEHHBIX
TUTsl OOHAPYKEHU S, PETUCTPAIIMU U aHAIN3a JCHCTBUN HAPYIIUTENCH B TIPOIIECCe peaiu3allii yrpo3
0e301acHOCTH HH(POPMAITUH
31C.28 Bocnpou3ssenenue JI0)KHbIX U (MJIM) CKPBITHE HCTUHHBIX OTAEIbHBIX HHPOPMAIIMOHHBIX TEXHOJIOTUH

U (UJTK) CTPYKTYPHO-(PYHKIIMOHATIBHBIX XapaKTEePUCTUK HH(GOPMAIIMOHHON CHCTEMBI UJTU €€ CerMeH-
TOB, 00ECIIEUYNBAIONIEE HABSI3LIBAHUE HAPYIIUTEIIO JIOKHOTO MPEICTABICHHS 00 HCTUHHBIX HH(OP-
MaIlMOHHBIX TEXHOJOTHIX U (WJIH) CTPYKTYPHO-(PYHKITMOHAIBHBIX XapaKTepUCTUKaX WH(POpMAIMOH-
HOW CHCTEMBI




VYcioBHoe 0003Ha- | Mepsl 3aiuThl HH(GOPMAUK B MHPOPMALIMOHHBIX CUCTEMAaX Knaccel 3anumeHHoCTH nH-
YeHHe U HOMep (hOpMaIMOHHON CUCTEMBI
MEpbI 4 3 2 1
31C.29 IlepeBos MHPOPMALMOHHON CUCTEMBI WIIM €€ YCTPOICTB (KOMIIOHEHTOB) B 3apaHee ONpPe/IEICHHYIO

KOH(UTYpaIuo, 00eCIIeYNBAIOIIYI0 3aUTy HH()OpPMAILIUY, B CIIydae BOSHUKHOBEHHUHU OTKa30B (C00-

€B) B CUCTEME 3aIUThl HHGOpMAIK HHHOPMAITMOHHON CUCTEMBI
31C.30 3amTa MOOMIIBHBIX TEXHUYECKUX CPEJICTB, IPUMEHEMBIX B HH(POPMAIIMOHHOHN cUcTeMe + + +

"+" - Mepa 3amuTh HHPOPMANNH BKIIOUCHA B 0a30BbIH HAOOP Mep IJIsl COOTBETCTBYIOIIETO KJIacca 3alIUIIEHHOCTH HH(POPMAIIMOHHOHN CHCTEMBI.
Meps! 3aIUTEl HHPOPMANNH, He 0003HAYCHHBIE 3HAKOM "+", IPUMEHSIOTCS IIPU ajanTtanuy 6a30Boro Habopa Mep M YTOYHCHHH aJalTHPOBaHHOTO 06a30Boro Habopa Mep, a Tak-
e TIpH pa3pabOTKe KOMIIEHCHPYIOIIUX Mep 3alUThl HHYOPMALUK B HH(OPMAIIMOHHON CHCTEME COOTBETCTBYIOIIETO Kilacca 3allUIIEHHOCTH.

€9




